Reverse Engineering
Windows Defender’s
JavaScript Engine

Alexei Bulazel
A0xAlexel

REcon Brussels 2018



\ About Me
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Motivation

Tavis Ormandy @

& oo

| think @natashenka and | just discovered
the worst Windows remote code exec in
recent memory. This is crazy bad. Report on

the way.

7:14 PM - 5 May 2017

2,595 Retweets 2,879 Likes ‘._':‘ “ 5 “"9 » T G m pﬂ

Q) 132 1 26K ) 29K

Follow |

Tavis and Natalie at PO dropped
some awesome bugs

Interest in JS engines, but | hadn't
written JS since college

| had reverse engineered AVs before,
but never Defender

This was a personal research project



Windows Defender

® Microsoft’s built-in antivirus software

0 Now the name seems to cover all mitigations / security
controls built into Windows

e Runsas NT AUTHORITY\SYSTEM
o Unsandboxed
® Built from many scanning subsystems stuck
together

Q Scan details
Last scan: 20/04/2017 at 13:04 (Quick scan)

Turn on virus protection
Virus protection is turned off. Tap or click
to turn on Windows Defender.

Windows Defénder
Antivirus

Keep your PC safer with the free, trusted

antivirus protection built-in to Wmdows I




Windows Defender

® Microsoft’s built-in antivirus software
0 Now the name seems to cover all mitigations / security
controls built into Windows

e Runsas NT AUTHORITY\SYSTEM
o Unsandboxed
® Built from many scanning subsystems stuck
together

Focus: REing the JavaScript engine
dedicated to scanning potentially
malicious JavaScript, ~2% of
Defender’s code

Windows Defénder
Turn on virus protection Antivirus

Keep your PC safer with the free, trusted

Virus protection is turned off. Tap or click antins protectin but-n §Windows 10, I \ ¢

to turn on Windows Defender. ¥




JS Engines

Modern JS Engines

® Open source

e Highly complex

e Often integrated with
browsers




JS Engines

Modern JS Engines Defender’s JS Engine
® Open source ® Binary
e Highly complex ® Complex but tractable for RE
e Often integrated with from binary
browsers ® Standalone with some minor

browser emulation
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Binaries

e 5/23 (PO bugs fixed) o 11/1
mpam-fe . exe released monthly: ¢ ¢/20 > 12 U NEse
o 7/19 bugs fixed)
® mpengine.dll e 8/23 e 1/18 (latest)
o 9/27

“Microsoft Malware Protection Engine”

. MP S i g— S t ub . e X e inz short Toc_ 2 i:’c{rs;ngFoAE’
“Microsoft Malware Protection ov
Signature Update Stub”
® mpasbase.vdm R | e R
® mpasdlta.vdm = .

® mpavbase.vdm

¢ mpavdlta.vdm
32 & 64-bit builds




Tools

e Static reversing in IDA with PDBs
e BinDiff / Diaphora diffing patches

® Dynamic analysis with JS shell

harness and WinDBG

$ ./JsShell.exe

CONSTRUCTOR_CALL: 6EA1B?AE
DESTRUCTOR: 6EA21838
CONSTRUCTOR: 6EA21ACA
EUAL: 6EA18875

mpscript> <(function OO{fordivar i = B;
e MpEngine.d11">322>()

print{>: B: Hello from inside MpEngine
print{>: 1: Hello from inside MpEngine
print{>: 2: Hello from inside MpEngine
print{>: undefined

i < 35 i+ {printdi +

-dll
.dll
.dll

Log(>: <HA>: B: execution took 239 ticks
Log(>: <NA>: B: final memory used KB
Log(>: <HA>: B: total of B GCs performed

Ended. Result code: 8
mpscript> _

": Hello from insid



® 45 000+ functions total
e JS Engineis ~1,200 functions

® Microsoft publishes PDBs!

Please confirm

IDA has determined that the input file was linked with debug information, and the symbol filename is:

‘mpengine.pdb’
Do you want to look for this file at the local symbol store
and the Microsoft Symbol Server?

[] Don't display this message again

Static Analysis - mpengine.dl1l

Function name

@ JsDelegateObject_Object:delegate(int,JsRuntim

E JsDelegateObject_Number:v, untirme!

E JsDelegateObject_Number i luntime!

£ | JsDelegateObject_Nodelist:item(JsRuntimeStal
JsDelegateObject_MNodelist:itern{JsRuntimeStal

f JsDelegateObject_Nodelist:getLength(JsRuntir
JsDelegateObject_Nodelist:fold(HtmIDocumer
JsDelegateObject_Nodenwrite(JsRuntimeState &
JsDelegateObject_NodeinsertBefore(JsRuntime

@ JsDelegateObject_MNodengetElemen gMar

JsDelegateObject_NodengetElementByld(JsRun

JsDelegateObject_Node:delegatelint, JsRuntime

JsDelegateObject_Node:createTextNode(sRunt

JsDelegateObject_N eateElement(JsRunti

JsDelegateObject_MNodezappendChild(JsRuntimr

JsDelegateObject_Mavigator:;justReturnFalse(ls|

JsDelegateObject_Math:toNumberThro

JsDelegateObject_Math::

JsDelegateObject_Math::j

JsDelegateObject_Matl

f JsDelegateObject_Mat!

JsDelegateObject_Mat!

D JsDelegateObject_Math::delegate(int, JsRuntime

E JsDelegateObject_Math::boilerPlateThro

E JsDelegateObject_Global::unescape()

|#] JsDelegateObject_Global

E JsDelegateObject_Global:print(JsRuntimeState

[

DDDDBHBHEHENBMBHEHEM

E JsDelegateObject_Global::parselnt(JsRuntimeSt: v

elegateObject,
JsDelegateObject_Global:setTimeout(JsRuntim
JsDelegateObject_Global:print{JsRuntimeState
1| JsDelegateObject_Global:
JsDelegateObject_Global:
JsDelegateObject_Global:
|:’| JsDelegateObject_Global:is
JsDelegateObject_Global:gcM vector<u
£ | JsDelegateObject_Global::eval(ls F!untlme;tate&
JsDelegateObject_Global::escape(JsRuntimeStat
|j JsDelegateObject_Global:encodelRIComponer
JsDelegateObject_Global::delegate(int,JsRuntim
JsDelegateObject_Global:decodeURIComponer
JsDelegateObject_Global::decodeURI(JsRuntime
JsDelegateObject_Global::decode(JsRuntimeSta
|E| JsDelegateObject_Global:collectGarbage(lsRun
JsDelegateObject_Global:clearTimeout(JsRuntil
|j JsDelegateObject_Global::"scalar deleting destro
DelegateObject_Global:JsDelegateObject_Glo
E JsDelegateObject_FuncProto:call(JsRuntimeSta
JsDelegateObject_FuncProtonapply(JsRuntimes
JsDelegateObject_FFl::delegate(int, JsRuntimeSt;
JsDelegateObject_Error:toString(JsRuntimeStat
JsDelegateObject_DateProto:valueToRawDateT
JsDelegateObject_DateProtonvalueOf(JsRuntim
JsDelegateObject_DateProto:toTimeString(Js

SRS

“h|

EHENEHEH

SE

EH



Shell

S ./J=Shell.exe

CONSTRUCTOR_CALL: 6EA1B?AE
DESTRUCTOR: 6EA21830H
CONSTRUCTOR: 6EA21ACA
EUAL: 6EA1B875

mpscript?> C(function O{fordvar i = B; i ¢ 3; i++2{printdi + "': Hello from insid
e MpEngine.dl11">23>C>

print<{>»: HB: Hello from inside MpEngine.dll

print{>: 1: Hello from inside MpEngine.dll

print<{>»: 2: Hello from inside MpEngine.dll

print{>: undefined

Log<h: <NA>: B: execution took 237 ticks
Log<>: <NA>: B: final memory used KB
LogCh: <NA>: B: total of B GCsz performed

Ended. Result code: A
mpscript> _



Custom Loaders

Challenges:

Introspection

Protected process
System stability
Scanning on demand
Code reachability may be
configuration / heuristics

N

int _ thiscall nscript::shouldRunJSEmulation{nscript =this)

Tavis Ormandy @ .
@taviso Following v

Surprise, | ported Windows Defender to
Linux. &

taviso/loadlibrary
Porting Windows Dynamic Link Libraries to Linux. Contribute to
loadlibrary development by creating an account on GitHub.
jithuk
int result; // eax@3
if { this->m_bJSDisableEmulation )
{ 2:45 PM - 23 May 2017
result = 83

2,058 Retweets 3,214 Likes

~QBEIQe T

Q 32k

else if ( this->m_bJSForceEmulation )
{
result = 1;
¥
else

{
result = nscript::checkJsFeatures{this,

O 139 0 21K

8) >= g_JSEmu_heurPointsThreshold;

return result;

The

dependent /

Hcr.’Han‘fd.k.

Example: MPEngine Lockdown

4
“Protected Processes” - Windows programs that you '
cannot debug with a usermode debugger, even if you :
have all privileges
Attackers can load a signed vulnerable driver, run an
exploit, get execution & deprotect the process - so ...
why?

X N X WILEY
“Repeated vs. single-round games in security”

Halvar Flake, BSides Zurich Keynote



Tavis Ormandy @ .
@taviso Following v

Surprise, | ported Windows Defender to

Custom Loaders

Linux. &
Challenges: _
taviso/loadlibrary
Q Porting Wind D ic Link Libraries to Linux. Contribute t:
. IntrospeCtlon int thiscall nscript::shouldRunJSEmulation{nscript =this) lOZdll?l)grar;nd;/v:;pr{]r;TEyé?eatiln;a;:zczml:l:);n girt]'j:"bu'e ’
e jithub.c
® Protected process e resuLes /7 o
ore if { this->m_bJSDisableEmulation )
® System Stablllty { . 2:45 PM - 23 May 2017
result = 8;
b W
. Scanning On demand l:lse if ( this->m_bJSForceEmulation ) 2,058 Retweets 3,214 Likes mm.s ] &)@ & ‘C""".-LI
result = 1; ~
’ O 139 10 21K Q 8.2k
. L] }
® Code reachability may be =

{
result = nscript::checkJsFeatures{this, 8) >= g_JSEmu_heurPointsThreshold;

configuration / heuristics
dependent

return result;

The

/

Example: MPEngine Lockdown Ul
. > ,,
Solution: Hacker’s Handb@ 0k
® Custom loader e “Protected Processes” - Windows programs that you D /-
Il di T cannot debug with a usermode debugger, even if you R . "
e Call directly into have all privileges o
functions that Attackers can load a signed vulnerable driver, run an o
initiate Scanning exploit, get execution & deprotect the process - so ...

why?

WILEY

“Repeated vs. single-round games in security”
Halvar Flake, BSides Zurich Keynote



Loader and Shell

JsRuntimeState: :triggerEvent(jsState, @, "print”,

esi, [ebp+toStringTree.baseclass_B.ufptr]

e Collab with Rolf Rolles, based on a shell written in s

dword ptr [esi+2Bh] ; donWrapper

' Q dword ptr [esi+14h] ; regexpLimit
D released by @TheWack0Olian on Twitter fuord pur Fesi 10n] | dctinit
dword ptr [esi+16h] ; menLimit
dword ptr [esi+O0Ch] ; exelLimit
2?8JsRuntimeState@RQAERIIIIPAUHtM1DocumentProvider@@PAUJsEvaluationtonitorEEE2
byte ptr [ebp+var_4], 3
ecx, [esi]

e Use LoadLibrary on Windows
o WinDbg works natively : ; addbrousernt

ecx, [ebp+jsState] ; jsState
?declareGlobalProperties@@YA_NAAUJsRuntimeState@@ N1@Z ; declareGlobalPropertid

® Patch constructor for R
JsRuntimeState: :JsRuntimeState () _

O Provide a custom VTable implementing analysis callbacks 6 slipstream/RoL
o Printto stdout on “print” events e
o Log other events | made my own version of GP0O's "mpscript"

. tool for exploration of MpEngine's JavaScript
® Directly call to start scan engine. Details+DL:

JavaScriptInterpreter::eval (

slipstream on mastodon.social

C O n S t Ch a r * j_ npu t ’ Hey #infosec guys and any interested reversers/others, | made
. . . . my own version of GP0's "mpscript" tool for exploration of the
unsi gn e d in t 1 npu t S 1lze ’ #MpEngine #JavaScript engine. Here it is, along with an almost

JavaScriptInterpreter::Params *params)




Loader and Shell

Windows Binary




Loader and Shell

Windows Binary

MpEngine.dll




Loader and Shell

Windows Binary

MpEngine.dll

JS Emulator




Loader and Shell

Windows Binary

MpEngine.dll

JS Emulator

JavaScriptInterpreter::eval




Loader and Shell

Windows Binary

MpEngine.dll

JS Emulator

JavaScriptInterpreter::eval

JsRuntimeState::
JsRuntimeState ()




Loader and Shell

Windows Binary

Add Custom
VTable

T

Print to stdout

MpEngine.dll

JS Emulator

JavaScriptInterpreter::eval

JsRuntimeState::
JsRuntimeState ()




Loader and Shell

Windows Binary

MpEngine.dll
Add Custom oo

VTable
JS Emulator

JavaScriptInterpreter::eval

Print to stdout

JsRuntimeState::
JsRuntimeState ()

JS Input /’///"

(function () {

for (var i = 0; i < 10;
1++) {
log(i);




File Edit View Debug Window Help
& | EEHEDBTE (N IREREO0EE|

Registers Disassembly
Customize... Offset: mpengine!nscript: :shouldRunJSEnulation Previous

62a20c?3 £899dclcll call mpengine! _EH_epilog3 (6sbes911)
Reg Value 62a20c7?8 c3 ret
npengine ! JsObject : :getClass:
sdz_ S 62a20c79 55 push  ebp
6ea20c?a 8bec nov ebp,esp
eax b66d0e28 6ea20c?c 8b4934 nov ecx.dvord ptr [ecx+34h]
&b decf24 6ea20c?f 85c9 test SCX, ecx
P 6ea20c81 740b je mpengine!JsObject : :getClass+0x15 (6ea2lc8e)
Ean LS 62a20c83 8b4508 nov eax. dvord ptr [ebp+8]
6e2a20c86 8908 nov dword ptr [eax].ecx
Command 6e220c88 b001 nov al.l
UTUU0S g 6ea20c8a Sd pop ebp
Breakpoint 0 hit 6ea20c8b c20400 ret 4 R ,
cax=b66d0e28 ebx=00dcd084 ecx=01258430 edx=00000005 esi=01258430 edi=0127c500 Geadilcie LIL0f17h6e wow ecx. offset mpengine! string’ (6e7bf1£0)
62220c95 esp=00dccded ebp=00dccf24 iopl=0 nv up i ng nz na pe nc 62a20c93 ebee jmp mpengine!JsObject: :getClass+0xa (6ea20c83)

ei -
ss=002b ds=002b es=002b fs=0053 gs=002b ef1=00000286 mpenginelJsObject : :get :

npengine!JsObject : 1get: seazncss 55 push =br}

62220095 55 push  ebp 62a20c96 8bec nov ebp, esp

0:000> g 62a20c98 51 push ecx

Breakpoint 0 hit 62a20c99 51 push ecx

eax=b66d0e28 sbx=00dcd084 ecx=01258430 edx=00000005 esi=01258430 edi=01275c28 6ea20c9a albcdbicée nov eax. dvord ptr [mpengine!__security_cookie (6efcdbbc)]

62a20c95 esp=00dccde8 ebp=00dccf24 iopl=0 nv up ei ng nz na pe nc 6ea20c9f 33cS O eax, ebp

s5=002b ds=002b es=002b £s=0053 gs=002b ef1=00000286 6ea20cal 8945fc nov dvord ptr [ebp-4]. eax

mpengine!JsObject : (get: 6ea20cad 53 push ebx

gea20ca5 56 push  esi
39‘353593 5 push  ebp 6ea20cab 57 push  edi

Breakpoint 0 hit 6=a20ca? 8b7d10 nov edi,dvord ptr [ebp+10h]
eax=bb6d0e28 ebx=00dcd084 ecx=0127cd30 edx=00000005 esi=0127cd30 edi=01282790 6ea20caa 8bfl nov esi, ecx

eip=6ea20c95 esp=00dccde8 ebp=00dccf24 iopl=0 nv up ei ng nz na pe nc 6ea2lcac 8b06 nov eax, dvord ptr [esi]
cs=0023 ss=002b ds=002b es=002b fs=0053 gs=002b ef1=00000286 6ea20cae 8b5e30 nov ebx. dvord ptr [esi+30h]
npengine!JsObject : :get:
62220c95 55 push  ebp Memory

:000> k
ChildEBP Retiddr Virtual: @ecx Display format: | Byte Previous

00dccded 6ea222e9 mpengine!JsObject::get [h:Nav\engine released\amcore mpengine\mnaveng\sourceNdetectionhavi 0127cd30 e8 00 00
00dccf24 6ealad93 mpengine!JsRuntimeState: :getValueThrows+0x9a [h:\aviengine released\ancore\mnpengine\maven 0127cd49 00 00 oo oo
00dccf84 6ea2163b mpengine!JsCallExprTree: eval+0x143 [h:Naviengine released\amcore\mpengine\mnaveng\source 0127cd62 27 ee fe 00
00dccfcl 6ealla87 mpengine!JsTree: :run+0x134 [h:iNaviengine released\amcorempengine\mavengqhsourceNdetection 0127cd?b 00 cd 27 cd
00dcdled4 00df3c89 mpengine!JavaScriptInterpreter: :eval+0x212 [h:\av\engine released\amcore\mpengine\naveng> 0127cd94 01 ad ba ad
00dcf954 00dfd4a7e JsShelllwnain+0x369 [c:‘\users\alex documents\wisual studio 2017 \projects\jsshellNisshell™ 0127cdad £0 00 00
00dcf968 00df48e0 JsShell!invoke main+Oxle [f “\dd\wctools\crt\vcstartup\src\startup\exe common.inl @ 79] 0127cdcé 00 01
00dcf9c0 00df477d JsShell!  scrt_common_main_seh+0x150 [f:“\dd\vctools\crt\vcstartup\src\startup\exe common 0127cddf ba
00dcf9c8 00df4a98 JsShell! scrt_common_main+Oxd [f: \dd\wctools\crt\wostartup\srch\startup\exe common.inl @ 0127cdf8 00
00dcf9d0 775£7c04 JsShell!wnainCRTStartup+0x8 [f:N\dd\wctools\crt \wcstartup\src\startup\exe wmain.cpp @ 17] 0127cell 00 00
00dcf9e4 7784b90f KERNEL32!BaseThreadInitThunk+0x24 0127ce2a 00
00dcfa2c 7784b8da ntdll!__RtlUserThreadStart+0x2f 0127ced3 00

Oc 00dcfa3c 00000000 ntdll!_RtlUserThreadStart+0xlb 0127ceSc 00

0:000> r ecx 0127ce?5 00

npengine!JsObject @ecx 31%32:?? gg

__VFN_table : Ox6e7celes 0127cecl fb
isValid 1 X 0127ced9 f0
n_type : 7 ( Object ) 0127cef2 00
m_propertyNames : std::map<unsigned int,std::basic_string<char, std::char_traits<char>, std::allocatc 0127cf0b 01
m_properties : std: :map<unsigned int,JsObject::Property.std::less<unsigned int>,std::allocator<s 0127c£24 00
n_propertvirray : std::vector<unsigned int.std::allocator<unsigned int> > 0127cf3d a7
n_htmlDoc : HtmlDocument: :Iterator 0127cf56 27

+0=030 m_proto : 0x0127ce08 JsObject 0127cf6f 01

+0x034 n class : Ox6e7bf1f0 "Object" 0127c£88 38

+0=038 m_value © B 0127cfal 2a

0127cfba 10

< 012743 o 0

[0 000> | <

do 27
oo

Ln0, Col0 SysO:<Local> Proc000:1778 Thrd 000:c30 ASM




Tavis Ormandy’s loadlibrary

® PE loader for Linux

O Shim out implementations for Windows API imported functions
O Go through full initialization process

mpscript tool exposes the JS engine
Hook the  rsignal function that tells MpEngine to scan
something

O Scan a buffer, it gets detected as JS and subsequently analyzed
e Hook strtod to getoutput

O function log(msg){ parseFloat(' 1log: ' + msqg);}

https://github.com/taviso/loadlibrary



TaViSO,S loadlibrary https://github.com/taviso/loadlibrary

Linux mpscript
Binary




TaViSO,S loadlibrary https://github.com/taviso/loadlibrary

Linux mpscript

. MpEngine.dll
Binary =S




TaViSO,S loadlibrary https://github.com/taviso/loadlibrary

Linux mpscript

. MpEngine.dll
Binary =S

WinAPI
Emulation TAT




TaViSO,S loadlibrary https://github.com/taviso/loadlibrary

Linux mpscript

. MpEngine.dll
Binary =S

WinAPI
Emulation TAT

JS Emulator




TaViSO,S loadlibrary https://github.com/taviso/loadlibrary

Linux mpscript

. MpEngine.dll
Binary =S

WinAPI
Emulation TAT

JsDelegateObject Global::
parseFloat

JS Emulator




TaViSO,S loadlibrary https://github.com/taviso/loadlibrary

Linux mpscript

. MpEngine.dll
Binary =S

WinAPI
Emulation TAT

JsDelegateObject Global::
parseFloat

Print to stdout

JS Emulator




TaViSO,S loadlibrary https://github.com/taviso/loadlibrary

Linux mpscript

. MpEngine.dll
Binary =

WinAPI
Emulation TAT

JsDelegateObject Global::
parseFloat

Print to stdout

JS Input

function log (msg) {

parseFloat (' log: ' +
) JS Emulator

}

for (var i = 0; 1 < 10; i++){
log (i) ;
}

[highly entropic HTML/JS/CSS]




TaViSO,S loadlibrary https://github.com/taviso/loadlibrary

Linux mpscript

. MpEngine.dll
Binary =

WinAPI
Emulation TAT

JsDelegateObject Global::
parseFloat

Print to stdout

JS Input

function log (msg) {

parseFloat (' log: ' +
) JS Emulator

}

for (var i = 0; 1 < 10; i++){
log (i) ;

}

[highly entropic HTML/JS/CSS]




Our Shell vs 1ocadlibrary

Engine Our Shell Taviso's loadlibrary
https://github.com/taviso/loadlibrary

Platform / Windows Linux

Debugger WinDbg with native PDBs GDB with custom symbol files

Initialization | None, just LoadLibrary the DLL | Full, requires corresponding VDM files

Scanning Direct call into JS engine Call main entry point for any AV scan

Output Hooked VTable, using AV callbacks | Function hook for strtod

Configuratio | Relies on default emulation Get parameters from VDM files

n parameters set in engine




Demo 1

(function () {
var msg = "Hello REcon"; \
for (var i = 0; 1 < 5; i++) {

print(i + ":" + msqg)
}
}) ()
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a. JS Language
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4. Vulnerability Discussion
5. Conclusion



3

*)+B5To

H TA
° i Re s
J S E I I I I le ; DBUarType g_JSEmu_minScriptSizeConfig
g_JSEmu_ninScriptSizeConfig DBUarType <offset aJsemuMinscr

1[1“! init nndu[( (AutoInitHodules
5 "JSEmu:MinScriptSize"
; DBUarType g_JSEmu_maxScriptSizeConfig
g_JSEmu_maxScriptSizeConfig DBUarType (offs t aJsemuIiaxscnpt

init_module{AutoInitHodules
axScriptSize

; DBUarType g_| batUarReplacementthresholdcanhg
g_batVarReplacementThresholdConfig DBUarType <offset aMinbatvarrepla, 0, 0>

® Proprietary, best | can tell no shared code with - o e zzetete

cript
; "MinBatUarReplacments™
; DBUarType g_JSEmu_longArrayThresholdConfig

Other engines g_JSEmu_longArrayThresholdConfig DBUarTylzJelli?iFse.t aJ%emuLungarr
Focus on JS language implementation, not full S SRS s ssemtongorrs

; DATA

A
init_module{AutoInitHodules

.
browser emU|atlon ; DBUarType g_JSEmu higStringThresholdcuniFig‘ FongArrayiieignt

5
g_JSEmu_bigStringThresholdConfig DBUarType <offset aJsemuBigstring, 0, 6>
[1'\\(\

Code is interpreted, not JITed R -

: SEmu:BigStringThreshold™
; DBUarType g_JSEmu_maxGCConfig

Written in C++ g_JSEmu_maxGCConfig DBVUarType <offset aJ?eTuMa’xgc., ?, ::1) . |.u-|'[’;.‘

ipt_init AutoInitModules
mu :MaxGe"
; DBUarType g_JSEmu_maxHemoryConfig

Si n g I e - t h rea d ed g_JSEnu_naxHenoryConfig DBUarType <offset aJsemuMaxmemor , ®

; DATA 11

init_module(AutoInitHodule
AV Emulator ; DBUarType g_JSEmu_heurPointsThresholdConfig

HMaxHemory"
g_JSEmu_heurPointsThresholdConfig DBUarType <oFFset aJsemuHeurlstlc, 8, 8>
0
. . .
; pt_init_module(AutoInitHodules
O T“ I Ie & I I lel I |Ory Constra I ned ; "JSEmu:HeuristicPointsThreshold™
; DBUarType g_JSEmu_hasNoIfsConfig
I . Ilb k g_JSEmu_hasNoIfsConfig DBUarType <offset aJsemuHasnolFst
H ImI\ xt:5 Fato
O Ana YSIS CallDaCKs ! nscript Autolnith
' mu:HasNoIfStatementsWeight'
M ; DBUarType g_JSEmu_ tr1ggersNormal1zat10ncunf1g
. ~1200 functlons g_JSEmu_triggersNormalizationConfig DBUarType (oFFst?t .vaJsemuTrlggerjsn e,

; DATA }




ECMAScript 3-ish Language Features

Implemented

if / else

try / catch

for-in

switch statements
(broken! - no fallthrough)
var declarations

Regular expressions
Error objects
Function scoping
Hoisting

Object literals

JS: timeouts

Not Implemented

for-of

Getter / setter methods
Collections: set, map
Classes

Proxies

Reflect

Generators / yield
statement

let declarations
Promises

Typed arrays



Parsing & Evaluation

; a *_cdecl g cmascri 3
?getEcmascriptParseData@@YA?BUNdndParseData@@XZ proc nea

- Nd ata *

result= dword ptr 8

push ebp
ebp, esp
eax, [ebp+result]
dword ptr [eax], offset ecmascriptlLiteralsTrie
dword ptr [eax+4], offset ecmascriptRegexes
dword ptr [eax+8], 16h
dword ptr [eax+0Ch], offset ecmascriptlexerCallBacks
dword ptr [eax+16h], 4
dword ptr [eax+14h], offset ecmascriptTokens
dword ptr [eax+18h], offset ecmascriptlLalrShiftReduceTable
dword ptr [eax+1Ch], offset ecmascriptlalrProdTableIndex
dword ptr [eax+20h], offset ecmascriptlalrProdTable
dword ptr [eax+24h], 69h
dword ptr [eax+28h], 6Dh
dword ptr [eax+2Ch], 235h
dword ptr [eax+3@Bh], offset ecmascriptErrorHandler
dword ptr [eax+34h], 2Ch
pop ebp
retn
?getEcmascriptParseData@@YA?BUNdndParseData@@XZ endp

NdndParseData struct is populated with
EMCAScript-specific parsing functions and parameters



Parsing & Evaluation | |
After parsing - everything passes through

JsTree: :run

- RPN Parsing and run may be invoked multiple times during
PgecEcnascriptParseDatsGgVA?SUNnPar seDataGeX? proc near execution - user defined callbacks, timeouts, evals, etc...

result= dword ptr 8

ebp
ebp, esp
eax, [ebp+result]
dword ptr [eax], offset ecmascriptlLiteralsTrie
dword ptr [eax+4], offset ecmascriptRegexes
dword ptr [eax+8], 16h
dword ptr [eax+0Ch], offset ecmascriptlexerCallBacks
dword ptr [eax+16h], 4
dword ptr [eax+14h], offset ecmascriptTokens
dword ptr [eax+18h], offset ecmascriptlLalrShiftReduceTable
dword ptr [eax+1Ch], offset ecmascriptlalrProdTableIndex
dword ptr [eax+20h], offset ecmascriptlalrProdTable
dword ptr [eax+24h], 69h
dword ptr [eax+28h], 6Dh
dword ptr [eax+2Ch], 235h
dword ptr [eax+3@Bh], offset ecmascriptErrorHandler
dword ptr [eax+34h], 2Ch
pop ebp
retn
?getEcmascriptParseData@@YA?BUNdndParseData@@XZ endp

= ProgramTree: :Impl::astToProgTree( ->m_builder.m_pimpl. Myptr, &ast);

f ( && JsTree::run(vs, 7 , 8))

NdndParseData struct is populated with
EMCAScript-specific parsing functions and parameters



Parsing & Evaluation | |
After parsing - everything passes through

JsTree: :run

e R BN Parsing and run may be invoked multiple times during
*getEcmascriptParseDatagd arseDataggXZ proc near execution - user defined callbacks, timeouts, evals, etc...

result= dword ptr 8

push ebp
ebp, esp
eax, [ebp+result]
dword ptr [eax], offset ecmascriptlLiteralsTrie
dword ptr [eax+4], offset ecmascriptRegexes

ProgramTree: :Impl::astToProgTree(jsState->m_builder.m 1. Myptr, &ast);

if ( && JsTree::run(v5, jsS , 8) )

f | EvaluateSignature <ulong>::Eval(char const *)

[Zl EvaluateSignature <ulong >::EvaluateSignature <ulong >(PEFileWriter * PtrType cons{
{Z| JavaScriptInterpreter::eval(char const *uint,JavaScriptinterpreter::Params &)

{Z| JsArgumentsTree::eval(JsTree::CoroutineState &,JsRuntimeState &)

@ JsArrayLiteralTree::eval(JsTree::CoroutineState &, JsRuntimeState &)

dword ptr [eax+8], 16h

dword ptr [eax+0Ch], offset ecmascriptlexerCallBacks
dword ptr [eax+16h], 4

dword ptr [eax+14h], offset ecmascriptTokens

dword ptr [eax+18h], offset ecmascriptlalrShiftReduceTable Va FIOUS : :eva l [7] JsAssignExprTree::eval(JsTree::CoroutineState & JsRuntimeState &)

dword ptr [eax+1Ch], offset ecmascriptlalrProdTableIndex @ JsBinaryExprTree::eval(JsTree::CoroutineState &, JsRuntimeState &)

jwor‘g ptr [eax+§i:] ’ ?;:set ecmascriptlalrProdTable fu N Ctl onsim p I eme nt [#] 3sBlockStmtTree::eval(JsTree::CoroutineState &, JsRuntimeState &)
dtzz:d SE: E:::ZSP&) zDh R . E JsBooleanLiteralTree::eval(JsTree::CoroutineState &, JsRuntimeState &)
dword ptr [eax+2Ch] : 235h th el nte rp retatl on Of [ 7] 1sCallExprTree::eval(JsTree::CoroutineState & JsRuntimeState &)

dword ptr [eax+30h], offset ecmascriptErrorHandler zl JsCaseStmtTree::eval(JsTree::CoroutineState &, JsRuntimeState &)
2

dword ptr [eax+34h], 2Ch J S State me nts [7] 1sCatchStmtTree::eval(JsTree::CoroutineState & JsRuntimeState &)
pop ebp i ’ [Zl JsConditionalExprTree::eval(JsTree::CoroutineState &, JsRuntimeState &)

retn (7] 3sConstExprTree::eval(JsTree::CoroutineState & JsRuntimeState &)
getEcmascriptParseData@@YA?BUNdndParseData@@XZ endp {Z| JsControlFlowStmtTree::eval(JsTree::CoroutineState &, JsRuntimeState &)

@ JsDelegateObject_Global::eval(JsRuntimeState &,std::vector <uint,std::allocator <ui
@ JsEmptyStmtTree::eval(JsTree::CoroutineState &, JsRuntimeState &)

@ JsExprStmtTree::eval(JsTree::CoroutineState &,JsRuntimeState &)

N dl’l d P arse D a t a St rU Ct is po p u Ia ted With @ JsForInStatmentTree::eval(JsTree::CoroutineState &, JsRuntimeState &)
. oro . o E JsForStatementTree::eval(JsTree::CoroutineState &, JsRuntimeState &)
EM CASCH pt'SpeCIfIC pa ISl ng funCtIOnS and pa ramete IS [7] 3sFuncExprTree::eval(JsTree::CoroutineState & JsRuntimeState &)

zl JsldentifierTree::eval(JsTree::CoroutineState &, JsRuntimeState &)
zl JsIfStmtTree::eval(JsTree::CoroutineState &, JsRuntimeState &)




Example Stack Trace During Callback

(function () {

var x = new Array(1l,2,3);
x.toString = function () {
)

return isNaN (" foobar"
};
var y = new String(x);

b)) O




Example Stack Trace During Callback

Stack Trace (Upside Down) - breakpoint on isNan

(function () {
Initial evaluation / var x = new Array(l,2,3);
JavaScriptInterpreter::eval

)
x.toString = function () {
)

JsTree: :run return isNaN (" foobar"
JsNewExprTree: :eval Y

var y = new String(x);

b)) O




Example Stack Trace During Callback

Stack Trace (Upside Down) - breakpoint on isNan

JavaScriptInterpreter::eval
JsTree: :run return isNaN (" foobar"
JsNewExprTree: :eval Y

. var y = new String(x);
Allocating a new String 1) ()
prelnvokeFunctionThrows
JsConstructor String::call
newStringObjectThrows
newStringObjectThrowsT<JsStringObject>

(function () {
Initial evaluation / var x = new Array(l,2,3);
x.toString = function () {
)




Example Stack Trace During Callback

Stack Trace (Upside Down) - breakpoint on isNan

Initial evaluation /

JavaScriptInterpreter::eval
JsTree: :run
JsNewExprTree: :eval

Allocating a new String
prelnvokeFunctionThrows

JsConstructor String::call
newStringObjectThrows
newStringObjectThrowsT<JsStringObject>

Reentrance into JS state for . toString

JsTree: :run

JsCallExprTree: :eval

prelnvokeFunctionThrows
JsFunctionProxyObject<JsDelegateObject Global>
JsDelegateObject Global::delegate

v JsDelegateObject Global::isNan

(function () {
var x = new Array(l,2,3)
x.toString = function () {
)

.
’

return isNaN (" foobar"
}i
var y = new String(

b)) (O

t:call



Regex Engine mpscript> (function () {

var str = "Hello REcon!";
var 1 = str.search(/REcon/1i);
® Regex engine accessible - print (1)
fn)n]JS triggerEvent () : str valueof
. triggerEvent () : str search
® Regex parsing and print (): 6

Comp”ing SyStem ) big ChildEBP RetAddr

00ddcblg 7067abf3 mpengine!JsRegExzpEngine: :Compiler: compileOp [h:Nav™
atta C k Su rfa ce 00ddcbecl 70672af98 mpengine!JsRegExpEngine: :Compiler: :compile+0x11f [h:
00ddccld 706286fd mpengine!JsRegExpEngine: :Compiler: :operator( )+0=5f [
00ddccd0 7069clc9 mpengine!JsRegExpEngine: init+0xd4d [h: Naviengine rel
00ddcd08 70626825 mpengine!regExpExecThrows+0x117 [h: Naviengine releas
00ddcdéd 70629212 mpengine!JsDelegateObject_StringProto: :search+0xl3a
) ) ) 1 00ddcd?8 706a6bbc mpengine!JsDelegateObject_StringProto: :delegate+0=zdé6
(z JsRegExpEngine::Compiler::NfaFragment: :NfaFragment(JsRegExpEngine: :Compi 7 00ddcd94 706aab6d mpengine!JsFunctionProxyObject<JsDelegateObject_Stri
(ZJ JsRegExpEngine::Compiler: :NfaFragment: :NfaFragment(JsRegExpEngine::Compi 00ddecdce 706aaeld mpengine!prelnvokeFunctionThrows+0xf9 [h:“Naviengine
@ JsRegExpEngine::Compiler::NfaFragment:: ~NfaFragment(void) g gggceg g ; g gb% 6 g? npeng 1 ne : 55%3 1 lEh’DrTrgei éiv‘?}ll*‘o x1lbd [1_1 : \-flV\T-n i I‘IS re
P — : ’ P Ao ce ala mpenginelJsTree: ' run+lx h: Naviengine released>Nan
% jz::g:p;:gl:: gzzpl:z: zzgpl:zgtc(ist\éecszr;is; eRgeEzzEr;?:n:.e..C.zzz:lglr;’.l’:t_ 00ddd088 00a53c89 mpengine!J a\faScript Interpreter: eval+0x212 [h:Navhen
gExpENngine: :Lompiier::compiieUpista:: gExpEngine: :Lompiier:: 00ddf7£f8 00a54a7e J=Shelllvmain+0x=369 [clusershalexidocuments\visual
@ JsRegExpEngine::Compiler::convertToRpn(std::vector <JsRegExpEngine::Compik0d 00ddf 80c 00a548=0 JsShell!l invoke_main+0xle [f:“dd\vctools\crt\vcstartu
@ JsRegExpEngine::Compiler::isEscCharClass(char) 00ddf864 00a5477d J=Shell!_ scrt_common_main_seh+0x150 [f: “ddy\vctools™
(7] JsRegExpEngine::Compiler: :operator ()(std::basic_string <char, std::char_traits<c 00ddf86c 00a54a38 JsShell! scrt_common_main+0xd [f:“dd\wctoolshcrtiwc
00ddf874 76377c04 J=Shell lwvmainCRTStartup+0x8 [f: “dd\vctools crt vcsta

(z JsRegExpEngine::Compiler::parse?scapedchér(stdf:basic_string-<d1ar,st¢:char_ 00ddf888 7703b90f KERNEL3?!BaseThreadInitThunk+0m?d
@ JsRegExpEngine::Compiler::tokenise(std: :basic_string<char,std::char_traits<ch: 00ddf8d0 77c3b8da ntdll! RtlUserThreadStart+0x2f
@ JsRegExpEngine::Compiler::tokeniseCharacterClass(std: :basic_string<char,std:: E 00ddf8e0 00000000 ntdll !__Rt, lUserThreadStart+0x1lb

@ JsRegExpEngine::Compiler::tokeniseCountedRepetition(std: :basic_string<char,std::char_traits<char>,std::z

E JsRegExpEngine::Compiler:: tokeniseEscapedCharClass(std: :basic_string<char,std::char_traits<char>,std::a



Antivirus Integration

NscriptJSMonitor class implements callbacks
used to monitor execution for antivirus purposes
O NscriptJSMonitor::analyse receives info
about specific script actions
JsRuntimeState: :triggerEvent is called to

register events (function calls)

13 = siga_cksig(v7-»>m_sr, v9, &=ttr, &I, 8, 8);
if (V13 ==1)
{

v24 = kpopobject(d.DetectionRecId);

if (w24 || (v25 = v24[1], p_name = @, get threat name(v25, &> name, v37), (newname = p name) == @) )
newname = "n/fa";
v26 = v/->m_BestResult;
if (v26 == -1 || v7->m BestResultIsSuspicious )  JsRuntimeState::triggerEvent(jsState, @, "date setdate™, @, @, v5, v5)
goto LABEL_76;
v27 = kpopobject(v26);
if (W27 || (v28 = v27[1], p_name = @, get_threat_name(v28, & name, v37), (v29 = p name) == @) )
29 = "nfa";
if ( IsBetterMatch(v7-»>m_sr, v29, newname) ) iF (6 == 34)
{ result = JsRuntimeState::triggerEvent(jsState, B, "bool wvalueof", "false", 5u, "false", "false");
BEL_76: 1o
/->m_BestResult = d.DetectionRecld; result = JsRuntimeState::triggerEvent(isState, @, "bool valueof”, "true", 4u, "true", "true");

7-»>m_BestResultIsSuspicious = @;

void  thiscall NscriptlSMonitor::NscriptJSMonitor

{
Nscript]SMonitor *v2; // esi
void *v3; [/ eax
SCAN_REPLY *vd; [/ [esp+Bh] [ebp-208h]
2 = this;

this->vfptr = &NscriptlSMonitor:: vftable’;
this-»m_lastEventlWasRefErrorCountdown = 8;
std::basic_string<char,std::char_traits<char>,st«
vZ-»>m_elimitMet = 8;

2->m_write = 8;

vZ-»>m_eval = 8;
Z2-»m_func = 8;
vZ-»m_sr = sr;

vl = siga init(4, vd);
2->m_BestResult = -1;

vZ-»>m_sighttrHandle = v2;
Z2-»>m_BestResultIsSuspicious = 8;




JsRuntimeState

Large struct that stores entire JS runtime state: variables, function

arguments, global utility functions, timeouts, execution parameters, etc...

dt mpengine!JsRuntimeState

+0x000 __ VFN table Ptr32
+0x004 m callStack Ptr32 CallStack
+0x008 m;heap JsHeap

+0x070 m_exeCtxStack
std: :vector<JsRuntimeState:
allocator<JsRuntimeState:
+0x07c m_globalObj
+0x080 m_complType
JsRuntimeState: :CompletionType

:ExecutionContext> >
Ptr32 JsObject

+0x084 m complValue Uint4B
+0x088 m_complTarget Uint4B
+0x08c m_labelStack : std::vector<unsigned

int,std::allocator<unsigned int> >

+0x098 m_conversionValue Uint4dB

+0x09c m conver51onVa1ueType JsValueType
+0x0a0 m builtins

std: vector<JsRunt1meState
<JsRuntimeState::Builtin> >
+0x0ac m_callerPropHash Uint4B

:Builtin, std:

:ExecutionContext, std::

:allocator

+0x0b0 m_callerValue Uint4B
+0x0b4 m_callerDepth Uint4B
+0x0b8 m_exeLimit Uint4B
+0x0bc m_exeCounter Uint4dB
+0x0c0 m_regexpLimit Uint4B
+0x0c4 m_runLevel Uint4B
+0x0c8 m_domWrapper Ptr32
HtmlDocumentProvider

+0x0cc m_emptyPageDom HtmlDocument
+0x0dc m_monitor Ptr32
JsEvaluationMonitor

+0x0e0 m builder ProgramTree

+0x0ed4 m monltorHeartBeatIsHappy : Bool
+0x0e8 m_monitorHeartBeatDelayCount Uint4B
+0x0ec m_shortEventBuf : [80] Char

+0x13c m_logBuf Ptr32 Char

+0x140 m_timeOutCallBacks
std::1list<JsRuntimeState::TimeOutCallBack, std:
:allocator<dsRuntimeState: :TimeOutCallBack> >
+0x148 m_nextCallBackId Int4dB
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dt mpengine!JsObject

+0x00 _ VFN_table : Ptr32 Parent class for JS
+0x04 isValid : Bool .
+0x08 m_type : JsValueType object types
+0x0c m_propertyNames :
std: :map<

unsigned int,
std::basic_string<char,std::char traits<char>,std::allocator<char> > const ,
std::less<unsigned int>,
std::allocator<std::pair<unsigned int const ,
std::basic string<char,std::char traits<char>,std::allocator<char> > const > > >

+0x14 m properties
std: :map<
unsigned int,
JsObject: :Property,
std::less<unsigned int>,
std::allocator<std::pair<unsigned int const ,JsObject::Property> > >

+0xlc m_propertyArray : std::vector<unsigned int,std::allocator<unsigned int> >
+0x28 m_htmlDoc : HtmlDocument::Iterator

+0x30 m_proto : Ptr32 JsObject

+0x34 m _class : Ptr32 Char

+0x38 m_value : Uint4dB



Enum JsvValueType

Empty
Undefined

Null

Boolean

String

Number

Date (presentin PDBs, but not used, instead compared by class “Date”)
Object
FunctionObject
RegExpObject
Reference

List
BadValueType

Q O Woo Jo Ul WK o



dt mpengine!JsArrayObject

+0x00 __ VFN table : Ptr32
+0x04 isValid : Bool
+0x08 m_type : JsValueType
+0x0c m_propertyNames :
std: :map<

unsigned int,
std::basic string<char, std::char traits<char>,std::allocator<char> > const ,
std::less<unsigned int>,
std::allocator<std::pair<unsigned int const ,
std::basic string<char,std::char traits<char>,std::allocator<char> > const > > >
+0x14 m properties ]
std: :map<
unsigned int,
JsObject: :Property,
std::less<unsigned int>,
std::allocator<std: pa1r<un51gned int const ,JsObject::Property> > >

+0xlc m_propertyArray : std::vector<unsigned int,std::allocator<unsigned int> >
+0x28 m_htmlDoc : HtmlDocument::Iterator

+0x30 m_proto : Ptr32 JsObject

+0x34 m_class : Ptr32 Char

+0x38 m value Uint4B

+0x3c m lengthPropHash : Uint4B



dt mpengine!JsRegkExpObject

+0x00 __ VFN table : Ptr32
+0x04 isValid : Bool
+0x08 m_type : JsValueType
+0x0c m_propertyNames :
std: :map<

unsigned int,
std::basic string<char, std::char traits<char>,std::allocator<char> > const ,
std::less<unsigned int>,
std::allocator<std::pair<unsigned int const ,
std::basic string<char,std::char traits<char>,std::allocator<char> > const > > >
+0x14 m properties :
std: :map<
unsigned int,
JsObject: :Property,
std::less<unsigned int>,
std::allocator<std: pa1r<un51gned int const ,JsObject::Property> > >

+0xlc m propertyArray : std::vector<unsigned int,std::allocator<unsigned int> >
+0x28 m_htmlDoc : HtmlDocument: :Iterator

+0x30 m_proto : Ptr32 JsObject

+0x34 m _class : Ptr32 Char

+0x38 m_value : Uint4B

+0x3c m patStr :

std::basic string<char,std::char traits<char>,std::allocator<char> >

+0x54 m flags : Uint4B



dt mpengine!JsObject

+0x00 __ VFN table
+0x04 isValid

+0x08 m_type

+0x0c m propertyNames
+0x14 m properties
+0x28 m_htmlDoc

+0x30 m_proto

+0x34 m_class

+0x38 m_value

const char

Ptr32
Bool
JsValueType

std: :map<...>
std: :map<...>
HtmlDocument .....
Ptr32 JsObject
Ptr32 Char
Uint4B

*classStr; //

JsObject *thisObj; //

if ( !JsRuntimeState:

H
:getThisPtr(

return @;

if (!

return JsRuntimeState:
= valueToPtr<JsDate>(

i || 'JsObject::getClass(
:throwNativeError

->m_value);

“Date”

dt mpengine!JsDate

+0x00 __ VFN table:
+0x04 isValid
+0x08 m_type

+0x10 m_time

memcmp (
, BltinTypektrror,

Ptr32

Bool
JsValueType
Int8B



dt mpengine!JsBufString

String Primitive Types +0x00 __VEN_table: Ptr32
+0x04 isValid : Bool
® JsEhlfStgfing- +0x08 m_type : JsValueType
« buff +0x0c m _numBytes : Uint4B
O char * buiter +0x10 m_str . Ptr32 Char
® JsSubString
O Reference to some slice of another string dt mpengine!JsSubString
() JsRefString +0x00 _ VFN table: Ptr32
. . +0x04 isValid : Bool
O Reference to a . data section string +0x08 m_type . JevalusTyse
® JsConcatString +0x0c m_numBytes : Uint4B
. +0x10 m parent : Uint4B
O Tree of concatenated string elements 1 0x14 m—gffset A

+0x18 mfrefDepth : Uint4B
dt mpengine!JsConcatString _

+0x00 _ VFN table: Ptr32

+0x04 isValid : Bool dt mpengine!JsRefString

+0x08 m_type : JsValueType +0x00 __VFN_table: Ptr32

+0x0c m _numBytes : Uint4B +0x04 isValid : Bool

+0x10 m_lhs : Uint4B +0x08 m_type : JsValueType
+0x14 m rhs : Uint4B +0x0c m_numBytes : Uint4B

+0x18 m refDepth : Uint4B +0x10 m str : Ptr32 Char



Method DiSpatCh Each JS object class has a delegate function that

dispatches calls to object methods

char _ thiscall J1sD gatelbject_Boolea

bool _ thiscall JsDelegateObject_StringProto::delegate(] if ( Imethod )

{ ) N return JsDelegateObject Boolean::toString(this, jsState, this, isConstructor);
bool "'E':Jl“t; // al i_F ( method == 1 )
switch ( method ) return JsDelegateObject Boolean::valueOf(jsState, this, isConstructor);
{ return 8;
case @: 1
case 1:
result = JsDelegateObject_StringProto::valueOf(this, jsState, this, isConstructor);
break;
case 2: char _ thiscall JsDelegateObject_lNode: :delegate(JsDelegateObject_Node
result = JsDelegateObject StringProto::charAt(this, jsState, argslist, isConstructof
break; switch ( method )
case 3: {
result = JsDelegateObject_StringProto::charCodeAt(this, jsState, argslist, isConstr case 0:
break; return JsDelegateObject Node::appendChild(this, jsState, argslic
case 4: .
case 1:
result = JsDelegateObject_StringProto::concat(this, jsState, argslist, isConstructe return JsDelegateObject Node::insertBefore(this, jsState, argsli
break; case 2:
ca??"slr - JsDelegateObject StringProto::indexOf(jsState, argslist, isConstructor); return JsDelegateObject Node::getElementsByTagName(this, jsState
esult = . I J5atate, argsList, 1s5LOonNsSTructo 3 case 3:
Ca:gegk’ return JsDelegateObject Node::createElement(jsState, argslist, I
) - - case 4:
result = JsDelegateObject_StringProto::lastIndexOf(this, jsState, argslist, isConst
break sDelegateObject_StringProto::lastIndex0f(this, ] » ATESLLSE, 4 return JsDelegateObject_MNode: :createTextNode(this, jsState, args
case 7 ? case 5:
result = JsRuntimeState::throwNativeErron( return JsDelegateObject_Node::getElementById(this, jsState, arg:
 CCtata case b:
Js>Tate
BltinTyEeError, return JsDelegateObject Node::write(this, jsState, argslist, is(
"String.prototype.localeCompare is unimplemented"”); ¥
break; return @;




Unimplemented Methods Fimoer-prototype:

e tolLocaleString
Object.prototype: ® toPrecision
® tolocaleString ® toFixed
°

® propertylIsEnumerable toExponential
® isPrototypeOf

String.prototype.localeCompare

Array.prototype: encodeURI

® tolLocaleString

® unshift

® concat (for Sparse arrays) JsRuntimeState: :throwNativeError(
® sort |55

yvpeError,
"Array.prototype.concat() sparse arrays not supported.”);

case 9:
result JsRuntimeState: :throwNativeError(jsState, BltinTypeError, "Array.prototype.sort is unimplemented”);
break;

case 18:

result JsDelegateObject ArrayProto::splice(this, jsState
break;
case 11:

result JsRuntimeState: :throwNativeError(jsState, BltinTypeError, "Array.prototype.unshift is unimplemented”);
break;




Demo 2

(function ()
var 1 = 0
switch (1

case O0:
print ("0") ;
case 1:

{
) A

print ("1"); (function () {
} var x = [3, 2, 11;
1) () x.sort ()

1) ()

(function () {
String (parseFloat([1,

b) Q)

2,

3].730in())) .toString ()



Type Checking

Explicit Checking
® m type
® m class



Type Checking

Explicit Checking
® m type
® m class

if ( getValueType(

{
= valueToPtr<JsRegExpObject>(v5);

J

if ( 'thisObj || !'JsObject::getClass(thisOb lassStr) || memcmp(classStr
return JsRuntimeState::throwNativeError(] =, BltinTypeError, C

|| !'JsObject::getClass(thi ' ] str) || memcmp(
&& JsObject::getClass(thi I tr) && !'memcmp(

, "String”, 7u) )

, "Number™, 7u) )



Type CheCking if ( !JsTree::run(&4->m_toStringTree.vfptr, jsS CaSting

return 0;

EXleClt Checking if ( JsDelegateObject_StringProto::toStringThrows(&
® m type
® m class

if ( getValueType(

{
= valueToPtr<JsRegExpObject>(v5);

J

if ( 'thisObj || !'JsObject::getClass(thisObj, &classStr) || memecmp(classStr
return JsRuntimeState::throwNativeError(jsState, BltinTypeError, DateErr

|| 'IsObject::getClass(thi ' ‘. str) || mememp(cl str, "String”, 7u) )

&& JsObject::getClass(thi '. »tr) && !'memcmp(cl str, "Number™, 7u) )



Type CheCking if ( !JsTree::run(&4->m_toStringTree.vfptr, jsS CaSting

return 0;

EXplICIt Checking if ( JsDelegateObject_StringProto::toStringThrows(&
® m type
® m class

if ( getValueType(

{
= valueToPtr<JsRegExpObject>(v5);

J

if ( 'thisObj || !'JsObject::getClass(thisObj, &classStr) || memecmp(classStr
return JsRuntimeState::throwNativeError(jsState, BltinTypeError, C E

|| 'IsObject::getClass(thi ' ‘. str) || mememp(cl str, "String”, 7u) )

&& JsObject::getClass(thi '. »tr) && !'memcmp(cl str, "Number™, 7u) )

JsObject: :genPropHash("length™, 0);

JsObject: :get(thi : > - | Duck Typlng

> >
JsRuntimeState: :toUint32Throws (]



Casting

l->m_toStringTree.vfptr,

Type CheCking if ( !JsTree::run(&
return 0;

if ( JsDelegateObject_StringProto::toStringThrows(&

Explicit Checking
® m_type Redefinition?
® m class (function x () {
i var x = new Array();
x.foo = (new Date()) .getMonth;
x.foo () ;
if ( getValueType( 1) ()
{ triggerEvent () : err typeerror
= valueToPtr<JsRegExpObject>(v5); triggerEvent () : error tostring
- = Vv/; Log () : <NA>: 0: uncaught exception: TypeError:
Date.prototype.getMonth () must be called only for Dates

if ( 'thisObj || 'JsObject::getClass(thisObi
return JsRuntimeState::throwNativeError(jsState, BltinTypeError,

, "String”, 7u) )

|| !JsObject::getClass(
, "Number”, 7u) )

&& JsObject::getClass(

JsObject: :genPropHash("length™, 0);
Duck Typing

]

>
JsObject: :get(thi , ,
JsRuntimeState: :toUint32Throws (]




DOM Emulation

e Objects may havem html pointer to
HtmlDocument: :Iterator for
iteration over std: :vector of
HtmlDocument: : Impl: :Node
objects

e “‘document” object declared globally
to allow HTML interaction

® Minimal implementation allows
creation and manipulation of
document elements

dt mpengine!HtmlDocument: :Impl: :Node
+0x00 type : HtmlDocument::NodeType
+0x04 name : std::pair<char const *,unsigned int>
+0x0c data : std::pair<char const *,unsigned int>
+0x14 html : std::pair<char const *,unsigned int>

+0xlc parent : Uint
+0x20 nextSibling

4B
Uint4B

+0x24 firstKid : Uint4B
+0x28 lastKid : Uint4B

= JsObject:

:genPropHash(“document™, 0)

if ( JsRuntimeState::declare(v3,

f | JsDelegateObject_Navigator::justReturnFalse(JsRuntimeState &,std::vector <uint

z] JsDelegateObject_Node:
@ JsDelegateObject_Node:
@ JsDelegateObject_Node:
z] JsDelegateObject_Node:
@ JsDelegateObject_Node:
E JsDelegateObject_Node:
@ JsDelegateObject_Node:

@ JsDelegateObject_Node

:appendChild(JsRuntimeState &,std::vector <uint,std::alld
:createElement(JsRuntimeState &,std::vector <uint,std::3
createTextNode(JsRuntimeState &,std::vector <uint,std:
:delegate(int, JsRuntimeState &,std::vector <uint,std::allo
:getElementById(JsRuntimeState &,std::vector <uint,std:
:getElementsByTagName(JsRuntimeState &,std::vector<
rinsertBefore(JsRuntimeState &,std::vector <uint,std::allg
swwrite(JsRuntimeState &,std::vector <uint,std::allocator <

E JsDelegateObject_NodelList:: fold(HtmlDocument::Iterator &&,bool,std::function<b
@ JsDelegateObject_Nodelist::getLength(JsRuntimeState &,JsNodeListObject *,uint
@ JsDelegateObject_Nodelist::item(JsRuntimeState &,JsNodeListObject *,uint,uint §
E JsDelegateObject_Nodelist::item(JsRuntimeState &,std::vector <uint,std::allocato




Object Properties

char _ thiscall JsObject::getlocal(JsObject *this,
® JavaScript objects are " insigned ine retrievedvalue; // ccx
associative arrays mapping gd 1: propims 1 e
prOperty name — Value lf&é ]SOE’]E‘H/ F(]rOTIST:mST;;s(ertyAr@f’ _Mylast - this—>m_propertyArray. Myfirst) >> 2 )
o Backedby std:: Tree { e 11i:g_gmpert),may__m),ﬁr,st[_,: ]
e Strings and sparse array mfwa -
numeric properties are return 1;
hashed to index into map ::_Tree<std:: Tmap_traits<unsigned int,VfsFileData::Stat,std::less<unsigned int>,std

chis-»m_properties,

® Not maintained for primitive
non-object types

return @;




dt mpengine!JsObject

+0x00 _ VFN_table : Ptr32 Parent class for JS
+0x04 isValid : Bool .
+0x08 m_type : JsValueType object types
+0x0c m_propertyNames :
std: :map<

unsigned int,
std::basic_string<char,std::char traits<char>,std::allocator<char> > const ,
std::less<unsigned int>,
std::allocator<std::pair<unsigned int const ,
std::basic string<char,std::char traits<char>,std::allocator<char> > const > > >

+0x14 m properties
std: :map<
unsigned int,
JsObject: :Property,
std::less<unsigned int>,
std::allocator<std::pair<unsigned int const ,JsObject::Property> > >

+0xlc m_propertyArray : std::vector<unsigned int,std::allocator<unsigned int> >
+0x28 m_htmlDoc : HtmlDocument::Iterator

+0x30 m_proto : Ptr32 JsObject

+0x34 m _class : Ptr32 Char

+0x38 m_value : Uint4dB



Sparse vs. Dense Array Storage

+0x14 m properties

+0x0c m propertyNames

e “Dense’

+0x1lc m _propertyArray

® std::vector of values

“Sparse” e Stores sequentially numbered
std: :map of hash(property) = value properties from O to end value
Stores string values and nonsequential e [0,1,2]

numeric properties

Numbers converted to string and hashed var x = [0,1,2];
hash(“foo”) = “bar” x.foo = “bar”;
hash(*12”) — “abc” x[12] = “abc”;

std: :map of hash(property) = name [E=EY
Stores property names e e vt T e e, e

hash(“£00") = “£00”

State->m_complType != 4 )

return 1;

e = ((vI->m_propertyArray._Mylast - vi-»>m_propertyArray._ Myfirst) >>




Property Hashing

lengthPropHash = JsObject::genPropHash{"length", 8);
if { JsObject::get{(thisObj, jsState, lengthPropHash, &lengthUalue

&& JsRuntimeState::tolUint32Throws(jsState, lengthUalue, &pushl



Property Hashing

lengthPropHash = JsObject::genPropHash{"length", 8);
if { JsObject::get{thisObj, jsState, lengthPropHash, &lengthUalue}
&& JsRuntimeState::tolUint32Throws(jsState, lengthUalue, &pushlndex) )

unsigned int _ fastcall JsObject::genPropHash(const char =name, unsigned int nameSize)
i
unsigned int nameSizelLocal; /7 ecx@3 HAPDST
unsigned int result; /7 eax@5
unsigned int *outNum; /7 [sp+Bh] [bp-18h]E0
unsigned int number; /7 [sp+8h] [bp-18h]@2
Stringndapter str; // [sp+Ch] [bp-Ch]E4

if { name )
{
number = 8;
if { nameSize )
nameSizelLocal = nameSize;
else
nameSizelocal = strlen{name};
str.ufptr = &CStringAdapter:: uftable’;
if { strToInt<unsigned int>{&str, nameSizelocal, &number, outHum}) )}
result = JsObject::genPropHash{number};
else
result = propHashStr{name, nameSize);
¥
else
{
result

h

return result;




Property Hashing

lengthPropHash = JsObject::genPropHash{"length", 8);
if { JsObject::get{thisObj, jsState, lengthPropHash, &lengthUalue}
&& JsRuntimeState::tolUint32Throws{jsState, lengthUalue, &pushlindex) )}

unsigned int _ fastcall JsObject::genPropHash(const char =name, unsigned int nameSize) unsigned int __ fastcall propHashStr{const char =str, unsigned int len})
{ {
uns?gned %nt nameSizelLocal; // ecx@3 HAPDST unsigned int idx; // esi@3
unsigned int result; // eax@5 int currentHash; // eax@y
unsigned int =outNum; // [sp+8h] [bp-18h]E8 unsigned int pcchLength; /7 [sp+8h] [bp-4h]@8
unsigned int number; /7 [sp+8h] [bp-18h]@2
Stringndapter str; // [sp+Ch] [bp-Ch]E4 if ( tlen )
) len = strlen{str);
if { name } idx = @=
{ if { tlen )
number = @8; ¢
if { nameSize )
nameSizelLocal = nameSize;
else
nameSizelocal = strlen{name};
str.ufptr = &CStringAdapter:: uftable’;
if { strToInt<unsigned int>{&str, nameSizelocal, &number, outHum}) )} . _ .
result = JsObject::genPropHash{number}; ?u"E"tHaSh = Bx1505;
alse if ( len )
result = propHashStr{name, nameSize); { d
¥ o :
else currentHash = str[idz++] + 65599 * currentHash;
{ while { idx < len });
result = -1; ¥
3 ’ idx = currentHash;
return result; return idxz | 6x80000000;

pcchLength = 8;
if { StringCchLengthA{str, BOx7FFFFFFFu, &pcchlength) < 8 )
return idx | 8x800000080;
len = pcchLength;
¥




Brute Forcing a Hash Collision

itertools

unsigned int _ fastcall propHashStr{const char #str, unsigned int len)

<

def mphash(v2):
unsigned int idx; // esi@3 v7 5381;
int currentHash; // eax@y

unsigned int pcchLength; /7 [sp+8h] [bp-4h]@8 v6 0

v6 < len(v2):

if ( tien ) v7 = ((65599 * v7) + ord(v2[v6])) & OxFFFFFFFF;
len = strlen{str}; v6 1:
idz = 8; ’
if { tlen )
¢ v7 |= 0x80000000;
pcchLength = 8; 7
if { StringCchLengthA{str, Bx7FFFFFFFu, &pcchlLength) < 8 ) v
return idx | 8x880080008;
}1f“ = pcchLength; lenhash = mphash("length")

currentHash = Bx1585;
if ( len ) lenhash, hex(lenhash)

{
do
currentHash = str[idx++] + 65599 = currentHash;
while { idx < len });
}d o i range(1,10):
idx = currentHash; : S .
return idx | Bx80000000; X 1tert221§.product(chars, repeat=i):
mphash("".join(x)) lenhash:

" join(x)

chars = "abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789"




Brute Forcing a Hash Collision

itertools

unsigned int _ fastcall propHashStr{const char #str, unsigned int len)

i def mphash(v2):
unsigned int idx; // esi@3 v7 5381;
int currentHash; // eax@y
unsigned int pcchLength; /7 [sp+8h] [bp-4h]@8 v6 0
v6 < len(v2):
if ( tien ) v7 = ((65599 * v7) + ord(v2[v6])) & OxFFFFFFFF;
len = strlen{str}; -
idx = 83 v6+=1;
if { tlen )
{ v7 0x80000000;
pcchLength = 8; 7
if { StringCchLengthA{str, Bx7FFFFFFFu, &pcchlLength) < 8 ) v
return idx | 8x880080008;
}1fn = pcchlength; lenhash = mphash("1length")
currentHash = Bx1585;
if ( len ) lenhash, hex(lenhash)
{
d n : - n
“CuwentHaSh - str[ide++] + 65599 x currentHash; chars abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789
while { idx < len });
}d o i range(1,10):
1dx = curren ashns; : s .
return idx | Bx80000000; X 1tertool§.product(chars, repeat=i):
mphash("".join(x)) lenhash:
" join(x)

hash(“length”) == hash(“£yw093")



JsArrayObject: :putUpdatelLengthThrows

® Firesonany
update of Array
object properties,
checks for update
of
hash(“length”)

Manages arrays
when “length”
property is
changed
O Erases
elements from
the array if

indexed above
the new length

char __ thiscall JsArrayObject::putUpdateLengthThrous(JsArrayObject =this, JsRuntimeState =*jsState, unsigned int propHash, unsigned int value, bool propIsNum, unsigned int propNumber)

{
JsArrayObject xu6; /7 edi@i
unsigned int v7; /7 eax@1
unsigned int u8; // eax@y
unsigned int v18; // ebx@13
unsigned int **u11; // edi@13
unsigned s /7 esi@13
std::_Tree<std::_Tmap_traits<unsigned int,std::basic_string<char,std::char_traits<char>,std::allocator<char> > const ,std::less<unsigned int>,std::allocator<std::pair<unsigned int cof
unsigned int vi4; // @15
unsigned int lengthUalue; // [sp+16h] [bp-16h]@3
unsigned int propNum; /7 [sp+14h] [bp-Ch]@11
unsigned int length; // [sp+18h] [bp-8h]@1
std::_Tree_iterator<std::_Tree_val<std::_Tree_simple_types<std::pair<unsigned int const ,JsObject::Property> > > > result; // [sp+1Ch] [bp-4h]@2%4

ué = this;
length = this;

uv7 = this->m_lengthPropHash;
if ( propHash =="u7 )

{

propNum = 8;
if ( JsRuntimeState::toUint32Throws(jsState, value, &propNum) )
{

if ( jsState->m_complType t= 4 )

uv18 = propHNum;
vl &u6->m_properties;
v12 *%u113
lengthUalue = %*xuil;
while { v12 t= *u11 )
{
propNum = @;
if ( JsObject::propIsNumeric(=(u12 + 16), &propHum) && propHum >= ui16 )

_Tree_unchecked_const_iterator<std::_ Tree_val<std::_Tree_simple_types<char const *>>,std:: Iterator_base®>::operator++(&lengthlalue);
_Tree<std::_Tmap_traits<unsigned int,JsObject::Property,std::less<unsigned int>,std::allocator<std::pair<unsigned int const,JsObject::Property>>,8>>::erase(
vit,
&result,
ui2);

else
std::_Tree_unchecked_const_iterator<std::_Tree_val<std::_Tree_simple_types<char const *>>,std::_Iterator_base®>::operator++(&lengthlUalue);

¥

v12 = lengthValue;
¥
v13 = (length + 12);
ulls = =x{length + 12);
lengthUalue = =x(length + 12);
while { v14 f= u13->_Hyhead )

propNum = 8;
if ( JsObject::propIsNumeric{{uis + 28), &propHum) && propNum >= vi0 )

std::_Tree_unchecked_const_iterator<std::_Tree_val<std::_Tree_simple_types<std::pair<unsigned int const,ThreadHanager::Impl::ThreadInfo>>>,std::_Iterator_base@>::operator+4




Demo 5

(function () {

var x = [1, 2, 31;
print (x.length); // 3
print (x) ; // "1,2,3"

x.fyW093 = 5;

print (x.fyW093); // 5

print (x.length); // 5

print (x) ; g0 L, 2,3,

x. £yW093 = 1;
print (x) ; // "1"
print (x.length) // 1
1) ()
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\ Memory Management

Memory safe types - std: :vector and std: :map
Homogeneous Array sizes (no typed arrays)

No optimizations for object property get / set, fallback on
std: : library operations

Raw arrays used for JSBufString objects, but few
chances for controlled allocation sizes



=

xrefs to .text5A4BFBC4

Heap Management

JsHeap

Direction Tyg Address

JsHeap::
JsHeap::
_lambda_f8184c53f6264d0c49eSefd645da5505

lloc<JsFunctionProxyObject< JsDelegateObject_Navigator> > UsFunctionProxyObject<JsD,

lloc<JsFunctionProxyObject< JsDelegateObject_StringCtor> > UsFunctionProxyObject<Js.

lloc<JsFunctionProxyObject<JsDelegateObject_RegExpProto> > UsFunctionProxyObject...
lloc<JsFunctionProxyObject<JsDelegateObject_DateCtor> > (JsFunctionProxyObject<JsD.

lloc<JsFunctionProxyObject<JsDelegateObject_DateProto> > sFunctionProxyObject<Js...
lloc<JsFunctionProxyObject<JsDelegateObject_Object> > sFunctionProxyObject<JsDele...
lloc<JsFunctionProxyObject<JsDelegateObject_Number> > UsFunctionProxyObject<JsDe...
alloc<JsFunctionProxyObject<JsDelegateObject_Math>> UsFunctionProxyObject<JsDeleg...
alloc<JsFunctionProxyObject<JsDelegateObject_ArrayProto> > UsFunctionProxyObject<Js...
_operator_+20

aHo((JsObJecb(JsObJett & JsHeap::AllocType)+E4

JsHeap:

JsHeap:
JsHeap
JsHeap
char JsFunct

__thiscall JsHeap 1loc<JsFunctionProxyObject<JsDelegateObject_StringProto>>(JsHeap =this,

JsHEap"

JsHeapi:

JsHeap:

tionObject> tionObject * &,JsHeap:AllocType)+...
uc«Jchnmucm Function>UsConstructor_Function * & JsHeap: AucaypeJ-SA
lloc<JsP Object_Function> (sP: Object_Function * &,JsHeap:AllocType)+...
alloc<JsFunctionProxyObject<JsDelegateObject_Error> > UsFunctionProxyObject<JsDeleg...
lloc<JsConstructor_Error> JsConstructor_Error * & JsHeap::AllocType) + SA
lloc<JsPrototypeObject_Error> JsPrototypeObject_Error * &JsHeap::AllocType)+ 7C
lloc<JsNumber> JsNumber * &,JsHeap::AllocType)+ B0
alloc<JsFunctionProxyObject<JsDelegateObject_ Node> > JsFunctionProxyObject<JsDeleg...

<
JsHeap *u3; // edi@1
unsigned int v4; // eax@2
JsFunctionProxyObject<JsDelegateObject_StringProto>
JsFunctionProxyObject<JsDelegateObject_StringProto>
JsFunctionProxyObject<JsDelegateObject_StringProto>
JsFunctionProxyObject<JsDelegateObject_StringProto>
JsHeapObject xu10; // eax@12
JsFunctionProxyObject<JsDelegateObject_StringProto>
JsFunctionProxyObject<JsDelegateObject_StringProto>

JsHeap:
JsHeap:
JsHeap:
JsHeap:
JsHeap:
JsHeap:

eax@s
ebx@5
eax@6
eax@11

*y7 3
*o5 /7
*u11;
*12;

/7 ecx@12
/7 esi@1y

JsHeap::
JsHeap:

JsHeap:

< gatorObject> ( igatorObject * & JsHeap::AllocType)+ 7C

alloc<JsFunctionProxyObject<JsDelegateObject_StringProto> > JsFunctionProxyObject<Js...

alloc<JsConstructor_String>UsConstructor_String * & JsHeap::AllocType)+ 7C

lloc<JsPrototypeObject_String> sPrototypeObject_String * &,JsHeap::AllocType)+ 7C

lloc<JsConstructor_RegExp> JsConstructor_RegExp * &,JsHeap::AllocType)+ SA

lloc<JsP Object_RegExp> (JsP Object_RegExp * & JsHeap::AllocType)+ 7C

lloc<JsConstructor_Boolean> (JsConstructor_Boolean * & JsHeap::AllocType)+5A

lloc<JsP: Object_Boolean> (JsP Object_Boolean * & JsHeap::AllocType)+ 7C

lloc<JsFunctionProxyObject<JsDelegateObject_FFI>> JsFunctionProxyObject<JsDelegat...

alloc<JsFunctionProxyObject_Eval>UsFunctionProxyObject_Eval * &,JsHeap:AllocType)+ 5A
t<IsDelenateOhiect Global> > (] t<IsDele.

Text

call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call
call

back@?$vector@PAUJsHeapObject@@V?$allocator@PAUJsHeapObject@ @@std..
?push_back@Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject@@ @std.
2push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject@@ @std.
?push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std.
7push_back@?Svector@PAUJsHeapObject@@V7Sallocator@PAUJsHeapObject@@@std.
?push_back@Svector@PAUJsHeapObject PAUJsHeapObject!
?push_back@Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std..
?push_back@Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std..
2push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std...
?push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std.
7push_back@?Svector@PAUJsHeapObject@@V7Sallocator@PAUJsHeapObject@@@std.
7push_back@?Svector@PAUJsHeapObject@@V7Sallocator@PAUJsHeapObject@@@std.
?push_back@Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std..
?push_back@Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std.
2push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std...
?push_back@?Svector@PAUJsHeapObject@@V7Sallocator@PAUlsHeapObject @@ @std...
?push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std.
7push_back@?Svector@PAUJsHeapObject@@V7Sallocator@PAUJsHeapObject@@@std.
7push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUIsHeapObject@@@std.
?push_back@Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject@@@std..
2push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std...
?push_back@?Svector@PAUJsHeapObject@@V7Sallocator@PAUlsHeapObject @@ @std...
?push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std.
7push_back@?Svector@PAUJsHeapObject@@V7Sallocator@PAUJsHeapObject@@@std.
7push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUIsHeapObject@@@std.
?push_back@Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject@@ @std.
2push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std...
?push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std..
?push_back@?Svector@PAUJsHeapObject@@V?Sallocator@PAUJsHeapObject @@ @std..
7push_back@?Svector@PAUJsHeapObject@@V7Sallocator@PAUJsHeapObject@@@std...
?nush_back@?Svector@PALlIsH;

std::default_delete<BlockDecryptor> *u13; // ecx@15
BlockDecryptor =vi4; // edi@17
std::default_delete<BlockDecryptor> *u15; // ecx@18

void *{__thiscall xv16)(JsHeapObject *, unsigned int); // edi@21
unsigned int offBenchPtr; // [sp+Ch] [bp-24h]@15

Cancel

o]

std::unique_ptr<JsFunctionProxyObject<JsDelegateObject_StringProto>,std::default_delete<JsFunctionProxyObject<JsDelegate0

118::<1ambda_2cc29d6b834eBeec69ceed780bFf269eb> storePtrInDynamicHeap; /7 [sp+18h]
default_delete<JsHeapObject> > v28; // [sp+1Ch] [bp-14h]@12

JsHeap::alloc:: h]@7
std nique_ptr<JsHeapObject,st

int v21; /7 [sp+2Ch] [bp-4h]E5

[bp-18

v3 = this;

if ( this->m_haveHitLimit || (vZ = this->m_allocLimit, this->m_allocSize > v4) || v4 - this->m_allocSize < 8x58 )

this->m_haveHitLimit = 1;
else
allocType == Permanent )

operator new(8x58u);
tr._Myptr = u5;

21 = 85
if ( v5 )
{

JsFunctionProxyObject<JsDelegateObject_StringProtod>::JsFunctionProxyObject<JsDelegateObject_StringProto>(u5);
ub = u7;

H
newPtr._Myptr = vé;
u/1 =1;

T, L 2

Search

Help

Allocations stored in

std

i
5td::uector<JsHeapﬂh]ect *,s5td::allocator<JsHeapObject

*>>::push_back{&u3->m_staticHeap, &storePtrinDynamicHeap); l

u3->m_allocSize += 88;

:vector<JsHeapObject*>




Garbage Collection

char _ thiscall JsTree::run{JsTree *this, JsRuntimeState =*jsState, bool blockGC)




Garbage Collection

char _ thiscall JsTree::run{JsTree *this, JsRuntimeState =*jsState,|bool blockGC)




Garbage Collection

un{JsTree *this, JsRun

if ( *blockGC )

rootSeta = &jsState->m_callStack->m_workingStack.m _values;
if { JsHeap::garbageCollectStart{&jsState->m_heap) )
{

JsHeap::garbageCollectHark(&jsState->m_heap, rootSeta);
jsState->m_heap.m_markedSize += JsHeap::gcHMarkChildValue{&jsState->m_heap, jsState->m_complValue);
jsState->m_heap.m_markedSize += JsHeap::gcMarkChildValue{&jsState->m_heap, jsState->m_conversionUalue};

jsState->m_heap.m_markedSize += JsHeap::gcHarkChildObject(&jsState->m_heap, &jsState->m_globalObj->ufptr);
Ma rk-and-sweep for ( i = jsState->m_exeCtxStack. Myfirst; ; ++i )
{
i v26 = &jsState->m_heap;
Garbage CO”eCtIOn if ( 1 == jsState->m_exeCtxStack. Mylast )

break;
jsState->m_heap.m_markedSize += JsHeap::gcHMarkChildObject{v26, &i->m _varObj->ufptr);
jsState->m_heap.m_markedSize += JsHeap::gcHarkChildObject(&jsState->m_heap, &i->m_this->ufptr);

¥
v8 = JsHeap::garbageCollectSweep(u26);
goto LABEL_7;




Garbage Collection

char _ thiscall JsTree::run{JsTree *this, JsRuntimeState =jsState,|bool blockGC)

if ( *blockGC )

rootSeta = &jsState->m_callStack->m_workingStack.m _values;
if { JsHeap::garbageCollectStart{&jsState->m_heap) )
{

JsHeap::garbageCollectHark(&jsState->m_heap, rootSeta);
jsState->m_heap.m_markedSize += JsHeap::gcHMarkChildValue{&jsState->m_heap, jsState->m_complValue);
jsState->m_heap.m_markedSize += JsHeap::gcMarkChildValue{&jsState->m_heap, jsState->m_conversionUalue};

jsState->m_heap.m_markedSize += JsHeap::gcHarkChildObject(&jsState->m_heap, &jsState->m_globalObj->ufptr);
Ma rk-and-sweep for ( i = jsState->m_exeCtxStack. Myfirst; ; ++i )
{
i v26 = &jsState->m_heap;
Garbage CO”eCtIOn if ( 1 == jsState->m_exeCtxStack. Mylast )

break;
jsState->m_heap.m_markedSize += JsHeap::gcHMarkChildObject{v26, &i->m _varObj->ufptr);
jsState->m_heap.m_markedSize += JsHeap::gcHarkChildObject(&jsState->m_heap, &i->m_this->ufptr);

¥
v8 = JsHeap::garbageCollectSweep(u26);
goto LABEL_7;

Project Zero beat me to it - 2 Days Later...

Windows MsMpEng remotely exploitable UaF due to design issue in GC engine

ianbeer@google.com CCProjectZeroMembers

lokihardt@google.com  MsMpEng: UAF via saved callers CCProjectZeroMembers




\ BinDiffing




BinDiffing

5A371507 ::run(JsRuntimeState & ,bool)

/E2 Cellect




_'CAN'THAVE A'USE AFTER FREE
BinDiffing ;'“‘c" 4 us

Imgfip.com

JsTree: : run(JsRuntimeState & ,bool)

1 C T Collec




Heap Teardown After Emulation

void _ stdcall lambda_ae1cai4fc1b395ad924f2aB08ccf21babé8_::operator(

JsRuntimeState: :~JsRuntimeState JsStringObject xxi; // esi@i
JsStringObject *v3; // edi@3
JsStringObject *{_thiscall xu4){JsStringObject »*, unsigned int)

destructor tears down the JS heap with JsStringObject *{_thiscall =u5){JsStringObject =, unsigned int)
CTESE{EEEiID o C “‘CTESEiEEEiI) for ( i = heapa->_Myfirst; i ?= heapa->_Mylast; ++i )

void _ thiscall JsHeap::~JsHeap{JsHeap xthis)
i = v3->vufptr->_ vecDelDtor;
uh;

{( vi == JsObject:: vector deleting destructor' )

char =v2; // edi@1
void *const xstaticHeapFirst; // ebx@1
std::vector<JsHeapObject x,std::allocator<JsHeapObject *> > x=y4

JsObject:: vector deleting destructor'{u3, 1u);
b
else
{

__guard_check_icall_fptr{vi);

u5(u3, 1u);

this->ufptr = &JsHeap:: uftable';
v2 = &this->m_dynamicHeap;
lambda_ae1ca4fc1b395ad924f2aB80ccf21ba68_: :operator()(this);
s 1erapl1|»t = &this->m_staticHeap._| nyflrst
lambda_ae1ca4fc1b395ad924f2a88ccf21ba68_: toperator{)(vi);
JsBench::freeAtIdx(&this->m_shortLifeBench, 1u);
JsBench::freeAtldx{&this->m_shortLifeBench, 0);
std::vector<forwarded_export_resolution_data_t,std::allocator<fo
if ( this->m_staticHeap._Myfirst )
{

free(=staticHeapFirst);

xstaticHeapFirst = 8;

this->m_staticHeap._HMylast = 0;

this->m_staticHeap._Myend = 0;




JsBufString char Array Backing

s = JsString: :numBytes(e
*decStrValue = 18;
if (! Bytes )
return 1;

~StrPtr. Myptr = operator new(n

std: :unique_ptr<char [0],std::default_delete<char [0]> > *v4; // esi
JsBufString *v6; // edi

® char arrays used for storage backing JeBufString *newstr; // |

JsBufString-not std: :vector PRSI
* = initImmStr(bufPtr->_Myptr,
e Arrays allocated then assigned to )
JsBufString with initByReceipt [B& Iseap oLloc TaButStrings (41sState->m_besp, Sneuser, V)

1

= >tr;
if ( ( ->vfptr[3]._ vecDelDtor)( , V4, ) )// 3JsBufString::recv

® Only allocated in a few places, done
safely
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Bug - escape () Is broken
escape (%)



Bug - escape () is broken

escape (\\o //)

numBytesOrig = JsStrlng numBytes(-u -
allocatedBufLenX3 = 3 * numBytesOrig;

Buffer size = 3 * numBytes

y C PR - - | 3% . Dnuibocilieg - 3 = 3*1
escitrBuf._HMyptr operator new(3 numBytesOrig);



{

Bug - escape () is broken
eSCaE)e(\\o //)
numBytesOrig = JsString::numBytes(Etr];

dﬂm[[: tedBufLens3 = 3 * numBytesOrig; .
scitrBuf._Myptr = operator new(3 * numBytesOrig); 3=371

Buffer size = 3 * numBytes

“%"” should escape to 3 characters

escape("%")

|| JsRuntimeState::exeTick{jsState, 1u) )

ll%25ll

currentChar =
utf8Decode(str, &escitrBytelffs, &ocurrentChar});




if { numBytesOrig )
{
idxNexti1Chr
idxNext3Chr
idxNext5Chr
while { v9 % 108 || JsRuntimeState:
{
currentChar = 8;
utf8Decode{str, &escitrBytelffs,

else

{

numBytesirig = JsString:
dllocatedBuflLenk3d =

Bug - escape () is broken

escape (\\o //)

cnumBytes{str);

3 = numBytesOrig; )
escitrBuf. Myptr = operator new{3d = numBytesDrig); 3=3"1

exeTick{jsState, 1u) )

&ourrentChar);

if { idxMHext3Chr »>= allocatedBufLenX3 )

goto END_FREE;
widthCurrentChar = 3;
escitrBuf. Myptr[numByteskEsc] =
escStrBuf._Myptr[numBytesEsc + 1
escitrBuf._Myptr[numBytesEsc + 2

1
1

?‘;l

hexChrs[v18 >> 4];
hexChrs[vi8 & 8xF];

Buffer size = 3 * numBytes

“%"” should escape to 3 characters

escape("%")

”9625"

3 >= 3, function returns early to
avoid a buffer overflow



if { numBytesOrig )
{
idxNexti1Chr
idxNext3Chr
idxNext5Chr
while { v9 % 108 || JsRuntimeState:
{
currentChar = 8;
utf8Decode{str, &escitrBytelffs,

else

{

numBytesirig = JsString:
dllocatedBuflLenk3d =

Bug - escape () is broken

escape (\\o //)

cnumBytes{str);

3 = numBytesOrig; )
escitrBuf. Myptr = operator new{3d = numBytesDrig); 3=3"1

exeTick{jsState, 1u) )

&ourrentChar);

if { idxMHext3Chr »>= allocatedBufLenX3 )

goto END_FREE;
widthCurrentChar = 3;
escitrBuf. Myptr[numByteskEsc] =
escStrBuf._Myptr[numBytesEsc + 1
escitrBuf._Myptr[numBytesEsc + 2

1
1

?‘;l

hexChrs[v18 >> 4];
hexChrs[vi8 & 8xF];

Buffer size = 3 * numBytes

“%"” should escape to 3 characters

escape("%")

”9625"

3 >= 3, function returns early to
avoid a buffer overflow

escape () ing any single character
element fails - similar problems in other
escape related functions



Demo 4

(function () { \

print (escape ("%a")) ;
print (escape ("%")) ;

}) (O
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\ Fingerprinting
Unique traits that identify the Defender JS engine

function () {
if (DetectDefender())
{

return;

}

else

{

MaliciousCode () ;

}
}



\ Fingerprinting
Unique traits that identify the Defender JS engine

function () { function () {
1f (DetectDefender ()) if (DetectDefender())
{ {
return; ExploitDefender () ;
} }
else else

{
MaliciousCode () ; {

}

\ }

}



Hardcoded Values

mpscript> (function () {
print (navigator.userAgent) ;

H) O
print () : Mozilla/5.0 (compatible; MSIE 6.0; Windows NT 5.1)

> log (document.referrer)
http://www.google.com/url?sa=té&rct=j&g=&esrc=s&source=web

mpscript> (function () {
var x = new Date () ;
print (x);
1) ()
triggerEvent () : date tostring
print(): Mon 19 Mar 2012 01:29:10 UTC



Instantiating Non-Objects

mpscript> (function () {
var x = new eval ()
print (x);

1) O

mpscript> (function () {
var X = new 1isFinite();
print (x);
1) ()

, ) , JavaScriptLog () : [object Object]
JavaScriptLog () : [object Object]
(function (){ var x = new print(); print(x) 1}) ()
JavaScriptLog () : [object Object]
(function (){ var x = new 1isNaN (); print(x) }) ()
JavaScriptLog () : [object Object]

return JsRuntimeState::throwNativeError(jsState, BltinTypeError,

var X = new isFinite()

® »Uncaught TypeError: isFinite is not a constructor
at <anonymous>:1:9




char _ stdcall JsDelegateObject_Global::collectGarbage{JsRuntimeState *jsState, std::vector<unsigned int,std::all

char result; /7 al@2

Typos [PSEES

{
result = JsRuntimeState::throwNativeError(jsState, BltinTypeError, "collectGarbage() is not a constructor");

e->m_complValue = 6;
e->m_complType = 3;
e->m_complTarget =
result = JsRuntimeState::triggerEvent(jsState, 8, "collectgarbage™
}

return result;

mpscript> (function () {

try{
var x = new CollectGarbage () ;
t
catch (e) {
print (e);
}
1) O

JavaScriptLog () :

TypeError: collectGarbage() is not a constructor

(collectGarbage () throws an exception, undefined)



\ Elements Are Functions

mpscript> (function x() {
var X = document.createElement ("p") ;
print (typeof (x));
b)) ()

print () : function

(function x(){var x = document.createElement("p"); console.log(typeof(x)) })()

object




Multiple Error Handlers

(function x() {
var x = new Object();

x.foo = (new String()) .valueOf;
x.foo ()
1) Q)
triggerEvent () : err typeerror
triggerEvent () : error tostring
Log () : uncaught exception: TypeError: String.prototype.toString and String.prototype.valueOf

must be called only for Strings

(function x () {
var x = new navigator.javaEnabled() ;

1) Q)
JavaScriptLog () : TypeError:
constructors

Navigator.javaEnabled () and Navigator.taintEnabled() are not a



BUG, should never happen

mpscript> (function x() {

var num = new Number (1)
var node = document.createTextNode ("node") ;
var elem = document.createElement ("element") ;

num.appendChild = elem.appendChild;
num.appendChild (node) ;

b)) O

triggerEvent () : err typeerror
triggerEvent () : error tostring
Log () : uncaught exception: TypeError: node.insertBefore ()

‘this' object must be DOM Object (BUG, should never happen)

Also works for node . appendChild ()



Other

(function () {

print ("A") print ("B") // no semicolon seperator
) ()
print(): A
print () : B
(function () {
var myFunction = function namedFunction () {};

print (myFunction.name) ;

b) Q)

print () : undefined

(function x () {
var x = new Arravy():;
Xx.getTimezoneOffset = (new Date()) .getTimezoneOffset;
print (x.getTimezoneOffset ())

1) (O
JavaScriptLog(): 0
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, Natalie Silvanovich

Tavis ormandy a ( A G @natashenka \ Follow
g \ Follow ) @natashenka g

: : : CVE-2017-0290 is tweetable :
| think @natashenka and | just discovered )

the worst Windows remote code exec in var e = new Error():
recent memory. This is crazy bad. Report on e.toString.call({message : 7 });

the way.

7:14 PM - 5 May 2017

2,595 Retweets 2,879 Likes “} “ ™ Q » T G ﬁ FH

Q 132 T1 26K ) 29K

bugs.chromium.org/p/project-zero ...

6:03 PM - 8 May 2017

1,019 Retweets 1,157 Likes \\% g ‘ » % ﬁ @ '(} .

(new Error()) .toString.call ({message: 0x41414141 >> 1})




Understanding PO’s Vulnerability

b

_ stdcall JsDelegateObject_Error oString{JsRuntimeState x=jsState, st
int u3; /7 ed

bject =JsRunTimeStateThis; // e
JbHeapUD]ectUtbl *5;5 // eax@y
unsigned int {__ thiscall xvé6){JsHeapObject x, std:
int v7; // STOO_ 4@y
char success; // al@5
char shortStrEventSuccess; // al@7
JsEvaluationMonitor::EventCode eventCode; // STO8 u4@11 HMAPDST
unsigned int propHash; /7 [sp+6h] [bp-18h]@2
unsigned int messageObj; // [sp+4h] [bp
JsObject *thisObj; /7 [sp+8h] [bp-8h]@2

:vector<unsigned int,

if ( isConstructor )
{

shortStrEventSuccess

BltlnTypeErrur
“Error.prototype.toString() is not a constructor™);

0);

&Lhis0bj)

bj e,
v5[2].gcHark,
v3,
__gquard_check_icall_fptr(v5[2].gcHark),
Y{JsRunTimeStateThis, v7, &thisObj)) )

= j get(JsRunTimeStateThis, State, propHash, &messageObj);// propHash=hash(“message")

ate, "undefined", 9u, &messageObj);

ode, “error_tostring”,

shortStrEventSuc

return short

tallocator<unsigned int> > =); // es

vector<unsigned int,std::allocator<unsig

i@y

JsDelegateObject Error:
toString

Initial validation




Understanding PO’s Vulnerability

b

oString{JsRuntimeState x=jsState, st vector<unsigned int,std

- _ stdcall JsDelegateObject_Error
int v3; /7 ed
JsObject *JsRunTimeStateThis; /7 e
JsHeapObjectUtbl *u5; /7 € "
unsigned int {__ thiscall xvé6){JsHeapObject *, std::vector<unsigned int,
int v7; /7 STO0_u@y
char success; //f al@5
char shortStrEventSuccess; // al@7
JsEvaluationMonitor EventCode eventCode; /7 STO8 u4@11 MAPDST
unsigned int propHash; /7 [sp+6h] [bp-18h]@2
unsigned int messageObj; // [sp+4h] [bp
JsObject *thisObj; // [sp [bp-8h]@2

if ( isConstructor )
{
shortStrEvents throwNativeError(
jsState,
BltinTypeError,
“Error.prototype.toString() is not a constructor”);

else

thisObj
propHash sObject::genPropHash(''message”, 8);
m ge0Obj = 6;
if ( JsRuntimeState::getThisPtr{jsState, &this0bj)
&& (. inTimeStateThis = thisObj) [}
this0bj->vfptr,

e,
2] .gcHark,

v3,
__guard_check_icall_fptr(u5[2].gcHark),
{(v6)(JsRunTimeStateThis, v7, &thisObj)) )

= JsObjec get{JsRunTimeStateThis, jsState, propHash, &messageObj);// propHash=hash("message™)

JsString::initByRef( ate, "undefined", 9u, &messageObj);
)

ate->m_complTarget

->m_complVUalue
->m_complType

return shorts

1locator<unsig

tallocator<unsigned int> > =); // esi@y

JsDelegateObject Error:
toString

> |nitial validation

— Get this.message




Understanding PO’s Vulnerability

char _ stdcall JsDelegateObject_Error::toString{JsRuntimeState =xjsState, std::vector<unsigned int,std::allocator<unsig
K

int u3; 7/ e

JsObject *JsRunTimeStateThis; /7 et

JsHeapObjectUtbl *u5; /7 ¢

unsigned int {__ thiscall xvé6){JsHeapObject *, std::vector<unsigned int,std::allocator<unsigned int> > =); // esi@y

int v7; /7 STO0_u@y

char success; // al@5

char shortStrEventSuccess; // al@7

JsEvaluationMonito EventCode eventCode; /7 STO8 u4@11 MAPDST

unsigned int propHash; /7 [sp+6h] [bp-16h

unsigned int messageObj; // [sp+4h] [bp-Ch]@2 HMAPL

JsObject *thisObj; // [sp+8h] [bp-8h]@2

if ( isConstructor )
{
shortStrEventSuccess = JsRuntimeState::throwNativeError(
tate,
BltinTypeError,
“Error.prototype.toString() is not a constructor™);

else

thisObj
propHash JsObject::genPropHash("message™, 8);
message0bj 6;

if ( JsRuntimeState::getThisPtr( te, &thisobj)

&& ( nTime ateThis = thisObj) *= @
;0bj->ufptr,
s;0bj = @,
v5[2].gcHark,
v3,
guard_check_icall_fptr(u5[2].gcHark),
5) (JsRunTimeStateThis, v7, &thisObj)) )

JsObject::get{JsRunTin ateThis, te, propHash, &nessageObj);// propHash=hash("message")

JsString::initByRef( ate, "undefined", 9u, &messageObj);

)

te->m_complTarget = @
ite->m_complValue = me 1gel0bj;
>m_complType

rEventSucc JsRuntimeState::triggerShortStrEvent(jsState, eventCode, "error_tostring”, messageObj);

rEventsS

return shor

b

JsDelegateObject Error::
toString

> |nitial validation

— Get this.message

L Pass this.message to
function expecting JsString




Understanding PO’s Vulnerability

bool _ thiscall JsRuntimeState::triggerShortStrEvent{JsRuntimeState =this

[ JsRuntimeState::triggerShortStrEvent
unsigned int ve: /¢ esi@ is an AV monitoring callback

int v7; /7
JsEvaluationMonitor =vu8; // edi@8
int v9; /7 STO8_4@E8

bool {__ thiscall *u18)(JsEvaluationMonitor *, JsEvaluationMonitor::Even JSStrlng: :numByteS type ConfUSion

bool result; // al@8

thi
this->m_monitor )

> = JsString::numBytes{strattrostrval); Treat Unva“dated input aS
(vs > 80) —

.m=w; JSString

u6 = 83
if ( tus )
goto LABEL_14;
do
{

vi->m_shortEventBuf[uv6] = JsString::getByte(airﬂi1rn$1rUa1, ue, 8)
++UG;
¥
while { vo < u5 );
if ( vs )
7 = vh->m_shortEventBuf;

vi->m_monitor;
3->ufptr->analyse;

__guard_check_icall_fptr{ve->ufptr->analyse);
result = v18{v8, B8, subEvent, v?, v5, 8, 8);

1

return result;

K



Understanding PO’s Vulnerability

bool _ thiscall JsRuntimeState::triggerShortStrEvent{JsRuntimeState =this

JeruntineState o 17 eains JsRuntimeState::triggerShortStrEvent
unsigned int uos 77 esian is an AV monitoring callback

int v7; // eax@7
JsEvaluationMonitor =u8; // edi@8
int v9; /7 STO8_4@8

bool {__ thiscall *u18)(JsEvaluationMonitor *, JsEvaluationMonitor::Even JSStrlng: :numByteS type ConfUSion

result; // al@8

this;
this->m_monitor )

= JsString::numBytes(gtrﬂttrUSU'Ual);v Treat Unvalidated input aS
JsString

us > 88 )
v = 80;

8;

tus )
goto LABEL_14;

vi->m_shortEventBuf[v6] = JsString::getByte{strattrostr 0);

++UG;
ihile ( v6 < U5 ); 00f0ce50 6ea2lc?2 mpengine!JsString: numBytes+0zxlf [h:Naviengine released\amncorempengineim
if ( s ) ’ 00f0ceb8 62all796 mpengine!JsRuntimeState: :triggerShortStrEvent+0x24 [h:Naviengine released

- . 00f0ce94 6eallbcc mpengine!JsDelegateObject_Error::toString+0xb8 [h:“Naviengine releasedNanc

u7 = vh->m_shortEventBuf; {Inline) mnpengine!JsDelegateObject_Error: :delegate+0xll [h:Naviengine releasedNanc
00f0ceac 6ealabbd mpengine!JsFunctionProxyObject<JsDelegateObject_Error>::call+0xlc [h:Nawv\
00f0ceed 6ed55394 mpengine!prelnvokeFunctionThrows+0xf9 [h:Naviengine released\amncore“mpeng
00f0cf44 6ecB8f9f8 mpengine!JsDelegateObject_FuncProto: :call+0xlc8 [h:Naviengine released\an
{(Inline) mpengine ! JsDelegateObject_FuncProto: :delegate+0x28960d [h:“Nav\engine rele
00f0cfS5c 6ealabbd mpengine!JsFunctionProzyObject<JsDelegateObject_FuncProto>: :call+0x289618
00£f0cf94 6ealasld mpengine!prelnvokeFunctionThrows+0xf9 [h:Navi\engine released\amcore\mpeng
00f0cff4 6ea2l63b mpengine!JsCallExzprTree: :eval+0xlbd [h: Naviengine releasedNamncore mpengin
00£0d030 6eallal8? mpengine!JsTree: run+0xl134 [h:Naviengine released\amncore mpenginesmnaveng\
00£0d254 00df3c89 mpengine!JavaScriptInterpreter: eval+0x212 [h:Naviengine released\amncore\
00£0£9c4 00dfd4a?e J=sShell lvmain+0=x369 [c:Susershalexidocumentsi\visual studio 2017\projects™
00£0£9d8 00df48e0 JsShell!invoke_main+0zxle [f:“dd\vctools\crt\vcstartupi\srci\startup\exe comn
00£f0£fa30 00df477d J=sShell!_ scrt_common_main_seh+0x150 [f: “dd\vctoolshcrti\vcstartuphsrcista
00f0£fa38 00df4a98 JsShell!_ scrt_common_main+0Oxd [f:“dd\vctools\crt \vcstartuph\srchstartuphe
00f0fa40 775f£7c04 JsShell lwmnainCRTStartup+0x8 [f:N\dd\vctools\crt\vcstartup\srchstartup\exe
00f0fa54 7784b90f KERNEL32!BaseThreadInitThunk+0x=24
00f0fa% 7784b8da ntdll!_ RtlUserThreadStart+0x2f
00f0faac 00000000 ntdll!_RtlUserThreadStart+0=xlb

o

RIS
(dg] 0o (F5) [N}

ol
(=g

()
~J

= ul4->m_monitor;
u9 = v7;
v18 = v8->ufptr->analyse;
__guard_check_icall_fptr(v8->ufptr->analyse);
result = v18{v8, B8, subEvent, v?, v5, 8, 8);
e
else
{
result = 1;
b
return result;

K
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Patch & Discussion

N\

if ( this->m_monitor )

{

v = JsString::numBytes{strattristrlUal);

' thi
Patched by adding explicit 1F { *({Chis + 224) )

i 1
type checking that message . _
type is String :F { getUaluelypelal) 4 )

1L JsString: :numBytes{vid, vi2);



Patch & Discussion

xrefs to .text:5SA10EEFS

Type Address . Text

) JsDelegateObject_Error:toString(JsRuntimeState &, std::vector<uint,std::alloca... mov  ecx, offset aMessage; " 3
o newErrorObjectT<JsObject> (JsRuntimeState &, uint,JsObject *,JsRuntimeState:... push offset aMessage; "message"

if { this->m_monitor ) ‘message” only used during
{ initialization and toString
ut =

i this
Patched by adding explicit 1f ( =(this + 224h) )

i 1
type checking that message . v o
type is String :F { getUalueType{al) 4 )

uS = JsString::numBytes{vid, vi2});
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® Complex ECMAScript features avoided
O eg: Array.prototype.sort
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Attack Surface Reduction

Language:
® Complex ECMAScript features avoided
O eg: Array.prototype.sort

Data Structures:
® Few controlled allocations
O Integer overflow checked
e One array implementation
e Capped array lengths
® std::vector backingJS arrays

Implementation:
e Callbacks into JS runtime avoided
® Single threaded
e Little DOM implementation
e Extensive type checking (other
than PO’s bug)
No JIT
No GC



Attack Surface Reduction CANTHA

Language:

® Complex ECMAScript features avoided

O eg: Array.prototype.sort

Data Structures:

Few controlled allocations
O Integer overflow checked
One array implementation
Capped array lengths
std: :vector backing JS arrays

Implementation:

Callbacks into JS runtime avoided
Single threaded

Little DOM implementation
Extensive type checking (other
than PO’s bug)

No JIT

No GC

. CAN'T'HAVE A\USE AFTER FREE

: -
W A .
.l ‘ » “
4
< IEYOU NEVER CALL FREE

Overall:

e Simplicity and ease of implementation

® Take advantage of being inside an AV

® Break the runtime in the interest of
security

® Soon to be sandboxed...
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The Remaining 98%
43,000+ Functions

spackUnpacker 10;
p ackinpacker 10:
spackinpacker 10:
p.:n.kUnpdck:r 10:
Aspackinpacker 10::
spackinpacker 10:
Afp ackUnpacker 10:
Aspackinpacker 10:

:DetectGeometry{void)

:DetermineCa £ vmp_32_pars
:FixPE(void)
:GetUncompre (7] vmp_32_pars

f| vmp_32_pars
Izl vmp_32_pars

PeckEBP(Ptr1 [ 7] vmp_32_pars

:ResolveCall(F IE vmp_32_pars
:RESD|‘v‘EEP(’v’I’
:ResolveImpo 7

vmp_32_pars
vmp_32_pars
vmp_32_parse|
Izl vmp_32_pars

Iz vmp_32_parser

Iz vmp_32_pars

::get_esc_table(void)

get_handlers{ulong &)
get_key{void)
get_next(void)
et_patterns(ulong &)
et_process_result(void)
et_vm_id(void)

nit{ulong)
tch_end(ulong)
code_decoder_end(u




The Remaining 98%
43,000+ Functions

| F] Aspackiinpacker 10:
E AspacklUnpacker 10:
E Aspackinpacker 10:
E Aspackinpacker 10:

E Aspackinpacker 10::P
@ Aspackinpacker 10:
E Aspackinpacker 10:
@ ackUnpacker 10:

Unpackers

[E CX509CertificateParser:

| CX509CertificateParse

| 7] CX509CertificateParser::
| Cx509CertificateParser:
| Cx509CertificateParser::
| 7] CX509CertificateParser::S

| 7] cxs09CertificateParser::S
|7 cx509CertificateParser

E CXSD':lCr_-rtﬁcatn:F'arf'er
[EI CX509CertificateParser::

£| vmp

(7] vmp_

eekEBP(Ptr1 7] vmp_32_pa
:Resnl;eCaII(Flj vmp_32_pa
:RESD'vEEP(vI’

:ResolveImpo Ij

_32_pal

:DetectGeometry (void)
:DetermineCo L£] vmp_32_pars
:FixPE(void)
:G:tl_lncurnprtlj vmp_32

_table(void)
I-—r., (ulong &)
t k-—\,(mld\
get_next(void)
get_patterns{ulong &)
get_process_result{void)

32_pa
32_pa

get_vm_state(void)
init{ulong)
1_end{ulong)

:BinaryElement(Asn 1ElementType,uchar con
r::C F| LnkParser:
‘C[#] LnkParser:
FI[F] LnkParser:
Irlz LnkParser:
er:is_Ink_fileformat(void)

:LnkParser(SCAM_REPLY *,LUM_¢
:LnkParser(SCAM_REPLY * Ink_filt
:LnkParser(SCAN_REPLY *ulong)
:dump_in_vfo_as_multibyte(ucha

riparse_ARGS{uchar *,uint)
iparse_ICOMLOCATIOM{uchar *,1

er::parse_LINKINFO({uchar *,uint)

1:parse_MAME(uchar *,uint)
s:parse_RELPATH{uchar *,uint)
s:parse_WORKINGDIR (uchar *,uir




The Remaining 98% Windows Emulator | EECHCa.
43,000+ Functions ® XB6,x64, &ARM  BEEECEEETY

O Lifted to IL for

ARM_IL_emulator *v7; [/ ec
ARM_IL_emulator *v8; // [esp+Ch] [ebp-4h]

| F] AspackUnpacker ID::DetectGeometrv[mid) emulation .
| 7] AspackUnpacker 10::DetermineCo L£] vmp_32_parser::get_esc_table(void) . 2 = =x(p0 + 2) & OXIF;
E AspackUnpacker 10::FixPE(void) vmp_32_parser::get_handlers{ulong &) W|nAPI & NT 3 = *g(:é + 1)
" vmp_32_parser::get_key({void) . 4 = #=(p0 + 1) > v2;
E AspackUnpacker mi:GEtU“':DmF‘rE% vmp_32_parser::get_next{void) Ke rnel emU|atI0n **pQ = vd; |
E AspacklUnpacker 10::PeekEBP(Ptr1 | F | vmp_32_parser::get_patterns(ulong &) oid  cdecl E:‘f;(,;} bLL ml <11m—~:;‘re 7«» tM“ & Oxa0:

E AspackUnpacker 10::ResolveCall(F Iz vmp_32_parser::get_process_result{void) {
‘z‘ Aspackinpacker 1L‘I::ResolveEP(w|£ vmp_32_parser::get_vm_id(void)

vmp_32_parser::get_vm_start(void)
‘Z Aspacklnpacker ID.:ResolveImpo f | vmp_32_parser::get_vm_state(void)

vmp_32_parser::init(ulong)

DT_context *v1; // ec
signed int v2; // edi
ADVAPI32_DLL_ReqgCreateKeyEx\W(pe_vars_t ) —i[‘f“ v3; /f ra
ADVAPI32_DLL_ReaDeleteKeyW(pe_vars_t *) 7i|;1t64 vSs; /) ra
ADVAPI32_DLL_RegDeleteValueW(pe_vars_t =) 5 // <

U k vmp_32_parser::is_match_end(ulong) _int64 v7; /,f STes_8
npaC erS ) ADVAPI32 DLL_RegEnumKeyExW(pe_vars_t*) 5 vg; // [esps16h] [ebp-3Ch]
vmp_32_parser::is_pcode_decoder_end(u -ni o o
ADVAPI32_DLL_RegEnumValueW(pe_vars_t *) TyDeCallback Callback /f’ esp+1Ch] [ebp-3@h
*v1@; // [esp+26 ebp

ADVAPI32_DLL_RegOpenkKeyExW(pe_vars_t*) s, v11 // [

\_:ﬂ C¥509CertificateParser: :BinaryElement{Asn 1IElementType,uchar con ADVAPI32 DLL RegQuerylnfokeyW(pe_vars £ %)/ | | looean]

E CX509CertificateParser:
E CX509CertificateParser:
E CX509CertificateParser:
E CX509CertificateParser:
@ CX509CertificateParser::S
Efj CX509CertificateParser::5
E CX509CertificateParser::Ti
E CX509CertificateParser::”
E C¥509CertificateParser:: ~

Parsers

:CE LnkParser:
‘C[#] LnkParser:
F[F] LnkParser:
:Irlj LnkParser:
\j LnkParser:
[j LnkParser:
lj LnkParser:
D LnkParser:
[j LnkParser:
\j LnkParser:
@ LnkParser:

:LnkParser(SCAM_REPLY *,LUM_¢
:LnkParser(SCAM_REPLY * Ink_filt
:LnkParser(SCAN_REPLY *ulong)
:dump_in_vfo_as_multibyte(ucha
ris_Ink_fileformat{void)
parse_ARGS(uchar *,uint)
:parse_ICOMLOCATIOM(uchar =,
:parse_LINKINFO({uchar *,uint)
:parse_MAME(uchar *,uint)
:parse_RELPATH(uchar *,uint)
:parse_WORKINGDIR (uchar *,uir

[ [

ADVAPI32_DLL_RegQueryValueExW(pe_vars_t )
ADVAPI32_DLL_RegSetValueExW(pe_vars_t*) pDTc;

<3>::Parameters<3>(&v11, v);

S.m_vticks = 32;
S.m_init_wvticks = &v->vticks32;

if ( (! ( 11.m_Arg[2].vallé & ©x8000) || !(vil.m_Arg[2].vallé & ©x4000)
&& (!(v1l.m_Arg[2].vall6 & ©x8600) || !vil.m_Arg[1].val32) )

if ( vil.m_Arg[2].vall6 & Bx4880 )

{

5 = AlignDownToPageSize(v1l.m_Arg[@8].val64);
HIDWORD(v6) = HIDWORD(V5);

LODWORD(v6) = (v6 + 4895) & OxFFFFFOQO;
HIDWORD(v5) = (15 + v6) >> 323

LODWORD(v6) =
if ( HIDWORD( ) >= HID\.‘ORD(

5) & (HIDWORD(v6) > HIDWORD(vS) ||



The Remaining 98%
43,000+ Functions

@ Aspackinpacker 10:
E Aspackinpacker 10:
E Aspackinpacker 10:
E AspackUnpacker 10:
E Aspackinpacker 10:
E Aspackinpacker 10:
‘z‘ Aspackinpacker 10:
@ Aspackinpacker 10:

Unpackers

\_:ﬂ CX509CertificateParser:
E CX509CertificateParser:
E CX509CertificateParser:
E CX509CertificateParser:
E CX509CertificateParser:
@ CX509CertificateParser::S
Efj CX509CertificateParser::5
E CX509CertificateParser::Ti
E CX509CertificateParser::”
E C¥509CertificateParser:: ~

Parsers

:FixPE(void)

:ResolveEP (vt %
:Resolvelmpo

:DetectGeometrv[\; oid)
:DetermineCo LI vmp_32_parser::
vmp_32_parser:

vmp_32_parser::
:GetUncompre | £ | vmp_32_parser::

:PeckEBP(Ptrl Iz vmp_32_parser::
:ResolveCall(F L] vmp_32_parser::
vmp_32_parser::
vmp_32_parser::
f | vmp_32_parser::
vmp_32_parser::
vmp_32_parser::
vmp_32_parser::

:get_esc_table(void)
:get_handlers{ulong &)

get_key{void)
get_next(void)
get_patterns(ulong &)
get_process_result{void)
get_vm_id(void)
get_vm_start(void)
get_vm_state(void)
init{ulong)
is_match_end(ulong)
is_pcode_decoder_end(u

:BinaryElement(Asn 1ElementType,uchar con

:CE LnkParser:
‘C[#] LnkParser:
F[F] LnkParser:
:Irlj LnkParser:
\j LnkParser:
[j LnkParser:
lj LnkParser:
D LnkParser:
[j LnkParser:
\j LnkParser:
@ LnkParser:

:LnkParser(SCAM_REPLY *,LUM_¢
:LnkParser(SCAM_REPLY * Ink_filt
:LnkParser(SCAN_REPLY *ulong)
:dump_in_vfo_as_multibyte(ucha
ris_Ink_fileformat{void)
parse_ARGS(uchar *,uint)
:parse_ICOMLOCATIOM(uchar =,
:parse_LINKINFO({uchar *,uint)
:parse_MAME(uchar *,uint)
:parse_RELPATH(uchar *,uint)
:parse_WORKINGDIR (uchar *,uir

don’t waste your
time trying to do
VR like | did

if (
{

11.m_Arg[2].vallée & 0x4000 )

5 = AlignDownToPageSize(v1l.m_Arg[@8].val64);
HIDWORD(v6) = HIDWORD(V5);

LODWORD(v5) =
HIDWORD(vS) =
LODWORD(v6) =
if ( HIDWORD(

(v6 + 4895) & @XFFFFFOQ0;
( 5+ ) >> 32;

) >= HID\.‘ORD( 5) && (HIDWORD(

&& (!(v1l.m_Arg[2].vall6 & ©x8600) || !vil.m_Arg[1].val32) )

5) > HIDWORD( S

voi thiscall A IL_emulat eIl 2f (ARM_IL_emul
Windows Emulator |
char v2; // cl
unsigned int v3; // edi
unsigned int v4; // esi
o X86, X64, & ARM unsigned _ intlé v5; // d
. unsigned int v6; // edi
(o) Lifted to IL for ARM_IL emulator *v7; // ecx )
ARM_IL_emulator *v8; // [esp+Ch] [ebp-4h
emulation S
- . |
. 2= #=(pl) + 2) & 8x1F;
WiInAPI & NT S0+ )5
. 4 = "‘"‘( + 1) >> vZ;
Kernel emulation **pQ = vi;
<=((7==9\<<6\ |(7>>2A\&ﬂx88:
void _ cdecl KERNEL32_DLL_VirtualFree(pe_vars_t
{
DT_context *v1; // ec
signed int v2; // edi
| F] ADVAPI32_DLL_RegCreateKeyExW(pe_vars_t =) —1[‘554 v3; /1 ra
| £| ADVAPI32_DLL_RegDeleteKeyW(pe_vars_t ) 7i|;1t64 vSs; /) ra
| | ADVAPI32_DLL_RegDeleteValueW(pe_vars_t ) /{64—' 15 11 sros s
—— l|'1 V.
Ié ADVAPI32 DLL_RegEnumKeyExW(pe_vars_t*) 5 vg; // [esps16h] [ebp-3Ch]
f | ADVAPI32_DLL_RegEnumValueW(pe_vars_t *) TYggCallback Callback H ;ez:zi" [ebp-3@h]
7] ADVAPI32_DLL_ReqOpenKeyExWipe_vars_t%) 3,011 17 Tespr2an] Tebp-2
| | ADVAPI32_DLL_RegQueryInfoKeyW(pe_vars_t *)/ [esp+48h] [ebp-4h]
I; ADVAPI32_DLL_RegQueryValueExw (pe_vars_t‘)<3>::parameters<3>(& 1, v);
| | ADVAPI32_DLL_RegSetValueExW(pe_vars_t*)  pDTc;
S.m_vticks = 32;
S.m_init_wvticks = &v->vticks32;
. . . 3.m_pC = vi;
Tip: the Lua engine [
. . - a
|S for Slgnatures - if ( (! ( 11.m_Arg[2].vallé & ©x8000) || !(vil.m_Arg[2].vallé & ©x4000)



Conclusion Twitter: R0xAlexedl

® Defender is a great target for reverse Alexei Bulazel
engineering - much easier than other AVs Thanllg T}?Ez ' el colla
e This is just 2% of MpEngine.dll - and just ® RolfRolles - shell collaborator

s ® Tavis Ormandy & Natalie
the highlights of my JS research

. Silvanovich / PO - exposing the
O Hope t.o talk about the Windows x86/x64/ engine and answering a some
ARM binary emulator soon...

questions
® (@thewackOlian - initial shell
Joxean Koret - OG AV hacker
REcon team

® Building custom tools is necessary for this
sort of research ~

® Perception of vulnerability vs. reality ) )
Turn on virus protectlon

® Sandboxmg will he'D security X Virus protection is turned off. Tap or click
to turn on Windows Defender.
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Foreigh Function Interface

char __thiscall JsDe =e0bject FFI::de JsDe =0bject_FFI *this, int method,
{

JsDelegateObject FFI *v5; // edi

std::_Tree_node<std::pair<unsigned int const ,std::function<JavaScriptInterpreter::Fi

e FFI handling functions seem like a e i ver )

signed int v9; // ed

gOOd ta rget for VR std palr(.lwtnjl::unique_ptr‘(char‘ [@],std: :default_delete<char [B]> >,unsigned int> *v1t
e Not user reachable - never declared in  [d¥ade |
' std: :pair<std: :unique_ptr<char [8],std: defaul dele e<char' [0]‘- > un51 ned int> argf
deClareGlObalPrOpe rtleS ]:‘-faszriptIEterpreger = t : : ¢ ©

]avaScriptInter‘prete FI_TypedValue ffiArg; // | ]
std _Tree_iterator< Tree_val<std:: Tree_simple ::pair<unsigned int cor

® addForeignSupport called during

5 = JsObject: 7ge'nPropHash(i Fu

engine initialization’ but did not if ( !JsRuntimeState::declare(v? 8 ),Il IcreateObjectConstructor (v

goto LABEL_106;

9 = inf;

observe FFl functions ever actually EEESe

being added 12(.1:2233; A AT ———
® Purpose / reachability remains

unclear : = Ss0bject: sgerproptash(“Array”, 0);

1'F( I‘IsRun'l:lmeState declare( 14, v13) || !createStringConstructorAndPrototype(v3, &
goto LABEL_106;
= inf;

)

7 = 'IsObject :genPropHash (" C"'rlﬁ:', 8);
if ( !JsRuntimeState::declare(v? 17, v16) || !createBooleanConstructorAndPrototype(v?, &
goto LABEL_106;
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Timers

® Inspired by looking a ways of getting execution during
JsString::initByVector - maybe fire a timed function?
e Single threaded architecture

® setTimeout () - seta function to be called in some number of
ms, returns ID number
® clearTimeout () - delete a timeout by ID number

e |dea: maybe timer callbacks will get serviced during execution?
O Use one to change the vector while it is being copied



Analyzing setTimeout ()

® Callbacks stored in a doubly linked list

O O(1)insertion / removal

O Ordered by timeout time
e Callbacks numbered sequentially from O = 100
® Max 101 callbacks ever

nextCa acki this->m_nextCallBacklId;
if ) ackid > 188 )
{
result = B8;
e

else

{

#id = nextCallBackid;
ifHoCallbacksExist = this->m_timeOutCallBacks. Mysize == 8;
this->m_nextCallBackId = nextCallBackid + 1;




Timeout Dispatch

ecx, [ebp+jsState]
[ebp+var_161], 1

ecx 5 jsState

. run in ecx, eax ; this

Zrun@JsTree@R0AE_NAAUJSRuntimeState@@_NE@Z ; JsTree::run{JsRuntimeState &,bool)

e Dispatched after JsTree:
JsRuntimeState: : ok Zraoon
runkxPostFactokEvents T T R e

?runExPostFactoEvents@JsRuntimeState@@QAE_NXZ ; JsRuntimeState::runExPostFactoEvents{void)
al, al

® Actual timeout times are not respected, but e 3 aasoem
timeouts fire in order

wvhile { this->m_timeOutCallBacks._Mysize )// loop callbacks
{

1is->m_timeOutCallBacks._Myhead->_HNext->_Myval.expr;
Ual = body;
std::list<{std::pair<FileStateKey const,unsigned int>,std::allocator<{std::pair<FileStateKey const,unsigned int>>>::erase(
&this->m_timeOutCallBacks,
&result,
this->m_timeOutCallBacks._Hyhead->_HNext);
funcObj Invoke = B8;
uis = 83
= 8;

ul9 = 8;
if { getValueType{body) 4) /f 1if string
{

funcObjectPInvoke = funcObj;

ui5 funcO0b
std::vector<unsigned int,std::allocator<unsigned int>>::push_back{&argsList, &callBackUal);

H
else if ( getUalueType{body) == 8 ) // if function

funcObjectPInvoke = valueToPtr<JsFunctionObject>{body);
v15 = funcObjectPInvoke;
¥
body = 85
if { tprelnvokeFunctionThrows{this, funcObjectPInvoke, globalObj, &argslList, @, &body) )

{
std::vector<forvarded_export_resolution_data_t,std::allocator<{forwarded_export_resolution_data_t>>::_Tidy(&arg
return 8;

K
if { tJsRuntimeState::exceptionThroun{this) )}

if { body )
{
u? = body->vfptr->declare;
__guard_check_icall_fptr{body->ufptr->declare);
if ( tu7(body, this, @) || tJsTre run{body, this, @) )}// here we actually run the function
goto retn;
funcObjectPInvoke = v15;




Timeout Dispatch

ecx, [ebp+jsState]
[ebp+var_161], 1

ecx 5 jsState

. run in ecx, eax ; this

Zrun@JsTree@R0AE_NAAUJSRuntimeState@@_NE@Z ; JsTree::run{JsRuntimeState &,bool)

e Dispatched after JsTree:
JsRuntimeState: : ok Zraoon
runkxPostFactokEvents T T R e

?runExPostFactoEvents@JsRuntimeState@@QAE_NXZ ; JsRuntimeState::runExPostFactoEvents{void)
al, al

® Actual timeout times are not respected, but e 3 aasoem
timeouts fire in order

wvhile { this->m_timeOutCallBacks._Mysize )// loop callbacks
{

1is->m_timeOutCallBacks._Myhead->_HNext->_Myval.expr;
Ual = body; . .
std::list<{std::pair<FileStateKey const,unsigned int>,std::allocator<{std::pair<FileStateKey const,unsigned int>>>::erase( F) r] f |
&this—)mﬁtimegutﬂallﬂacks, Y g ’ Y g Op t e Irst |St entry
&result,
this->m_timeOutCallBacks._Hyhead->_HNext);
funcObj Invoke = B8;
uis = 83
= 8;

ul9 = 8;
if { getValueType{body) 4) /f 1if string
{

funcObjectPInvoke = funcObj;

ui5 funcO0b
std::vector<unsigned int,std::allocator<unsigned int>>::push_back{&argsList, &callBackUal);

H
else if ( getUalueType{body) == 8 ) // if function

funcObjectPInvoke = valueToPtr<JsFunctionObject>{body);
v15 = funcObjectPInvoke;
¥
body = 85
if { tprelnvokeFunctionThrows{this, funcObjectPInvoke, globalObj, &argslList, @, &body) )

{
std::vector<forvarded_export_resolution_data_t,std::allocator<{forwarded_export_resolution_data_t>>::_Tidy(&arg
return 8;

K
if { tJsRuntimeState::exceptionThroun{this) )}

if { body )
{
u? = body->vfptr->declare;
__guard_check_icall_fptr{body->ufptr->declare);
if ( tu7(body, this, @) || tJsTre run{body, this, @) )}// here we actually run the function
goto retn;
funcObjectPInvoke = v15;




Timeout Dispatch

e Dispatched after JsTree: :runin
JsRuntimeState: :
runkExPostFactoEvents

Actual timeout times are not respected, but
timeouts fire in order

wvhile { this->m_timeOutCallBacks._Mysize )// loop callbacks
{

1is->m_timeOutCallBacks._Myhead->_HNext->_Myval.expr;
Ual = body;
std::list<{std::pair<FileStateKey const,unsigned int>,std:
&this->m_timeOutCallBacks,
&result,
this->m_timeOutCallBacks._Hyhead->_HNext);
funcObj Invoke = B8;
uis = 83

v19 = 8;

if ( ge{UalueTypE(budy) 4) /f 1if string
{

funcObjectPInvoke =
u15 funcOb
st vector<unsigned int,std

funcObj;

zallocator<unsigned int>>::push_back{&argsList, &callBackUal);

H

else if ( getUalueType{body) == 8 ) // if function
funcObjectPInvoke = valueToPtr<JsFunctionObject>({body};
v15 = funcObjectPInvoke;

¥
body = 85
if { tprelnvokeFunctionThrows{this, funcObjectPInvoke, globalObj, &argslList, @, &body) )

{

std::vector<{forvarded_export_resolution_data_t,std::allocator<forwarded_export_resolution_data_t>>:
return 8;

K
if { tJsRuntimeState::exceptionThroun{this) )}

if { body )
{
u? = body->vfptr->declare;
__guard_check_icall_fptr{body->ufptr->declare);
if ( tu7(body, this, @) || tJsTre run{body, this, @) )}// here we actually run the function
goto retn;

funcObjectPInvoke = v15;

1locator<std::pair<FileStateKey const,unsigned int>>>::erase(

_Tidy(&arg

ebx ; blockGC
ecx, [ebp+jsState]
[ebp+var_161], 1
ecx

ecx, eax

5 jsState
; this

Zrun@JsTree@R0AE_NAAUJSRuntimeState@@_NE@Z ; JsTree::run{JsRuntimeState &,bool)
, al

_5A368B9D

ecx, [ebp+jsState] ; this
?runExPostFactoEvents@JsRuntimeState@@QAE_NXZ ; JsRuntimeState::runExPostFactoEvents{void)
al, al

loc_5A368B9D

Pop the first list entry

L. Handling specific to callback being a
string or a function




Timeout Dispatch

ecx, [ebp+jsState]

[ebp+var_161], 1
5 jsState

Dispatched after JsTree: : runin A

Zrun@JsTree@R0AE_NAAUJSRuntimeState@@_NE@Z ; JsTree::run{JsRuntimeState &,bool)

al, al

JSRuntimeState:: j 1oc_5A360B9D
runkxPostFactokEvents T

?runExPostFactoEvents@JsRuntimeState@@QAE_NXZ ; JsRuntimeState::runExPostFactoEvents{void)
al, al

Actual timeout times are not respected, but 2 32 Sasmen
timeouts fire in order

wvhile { this->m_timeOutCallBacks._Mysize )// loop callbacks
{

body = this->m_timeOutCallBacks._kyhead->_Next->_Myval.expr;
callBackVal = body;

std::list<{std::pair<FileStateKey const,unsigned int>,std::allocator<{std::pair<FileStateKey const,unsigned int>>>::erase( H I'
’ y const,unsig : P y constunsig Pop the first list entry

&this->m_timeOutCallBacks,

&result,

thi timeOutCallBacks._Hyhead->_Next);
funcObj PInvoke = B;

5 =

u a;
if { getUalueType{body) == & ) /f 1if string
{

funcObjectPInvoke = funcObj;
v15 = funcObj;
std::vector<unsigned int,std::allocator<unsigned int>>::push_back{&argsList, &callBackUal);

: i body) == i unction . oo .
gon 1 setialusypetouin 7 8 1A et L Handling specific to callback being a

funcObjectPInvoke = valueToPtr<JsFunctionObject>({body};

v15 = funcObjectPInvoke; * f .
» string or a function
ody =
if { tprelnvokeFunctionThrows{this, funcObjectPInvoke, globalObj, &argslList, @, &body) )
{

std::vector<{forvarded_export_resolution_data_t,std::allocator<forwarded_export_resolution_data_t>>::_
return 8;

K
if { tJsRuntimeState::exceptionThroun{this) )}

if { body )

u? = body->vfptr->declare; Ctua run t e unction
__guard_check_icall_fptr{body->ufptr->declare); A I I h f
if ( tu7(body, this, @) || *JsTree::run{body, this, @) }// here we actually run the function 3/
goto retn;
funcObjectPInvoke = v15;

¥
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Vulnerability Ideas

e Firing during JsString: :initByVector - not going to work

® Another idea: UAF if we can free callbacks with clearTimeout () during traversa
O Single-threaded
O Loop only maintains a pointer to the head, not to individual elements

body = this->m_timeOutCallBacks._ Hyhead->_ HNext->_ Myval.expr;
callBackUal = body;
std::1ist<{std::pair<{FileStateKey const,unsigned int>,std::allocator<std::pair<FileStateKey const,unsigned int>>>::erase(

&this->m_timeOutCallBacks,

this->m_timeOutCallBacks. Myhead-> Next);



JsString::1initByVector

Creates a new string from an array of strings

mpscript> (function () {
var x = new Array(l,2,"A","B");

var y = new String(x);
print (y);
1) ()

triggerEvent () : array join
triggerEvent () : str valueof
print(): 1,2,A,B
print () : undefined
Log () : <NA>: 0: execution took 68 ticks
Log () : <NA>: 0: final memory used 9KB
Log () : <NA>: 0: total of 0 GCs performed

Ended. Result code: 0



JsString::1initByVector

first = arrStrings->_Myfirst;
curentCopyldx a;
totalLength =
while ( first arrStrings->_Mylast )
{
currentArrayString = =*first;
if ( =first t= 18 && getUalueType({*first) == 4 )
{
nunBytesCurrent = JsString::numBytes{currentArrayString);
totalLength += numBytesCurrent;
if ( totalLength < numBytesCurrent )}
return 8;
H

++first;

¥
if { ttotalLength }
{

*str = 183

return 1;

H
rawBuf = 8;
if { JsHeap::alloc<char>{&jsState->m_heap, totallength, &r-awBuf) )
{
newBuf._Myptr = rawBuf;
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numBytes does not callback
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unsigned int overflow
checking

getValueType does not
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VT call, but no VT functions
callback into JS

Js [Buf,
Concat,
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localCopyToBuffer

first = arrStrings->_Myfirst;
curentCopyldx = @8;

while ( first *= arrStrings->_Mylast )
{
currentArrayString = =*first;
if ( =first t= 18 && getUalueType({*first) == 4 )
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